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Abst r act

Thi s docunent describes the framework, messages, and procedures for
the Diameter Network address and port translation Contro
Application. This Dianmeter application allows per-endpoint contro
of Network Address Translators and Network Address and Port

Transl ators, which are added to networks to cope with | Pv4 address
space depletion. This D aneter application allows external devices
to configure and manage a Network Address Transl ator device --
expandi ng the existing D aneter-based Authentication, Authorization
and Accounting (AAA) and policy control capabilities with a Network
Address Translator and Network Address and Port Translator contro
conmponent. These external devices can be network elenents in the
data pl ane such as a Network Access Server, or can be nore
centralized control plane devices such as AAA-servers. This Dianeter
application establishes a context to commonly identify and nanage
endpoi nts on a gateway or server and a Network Address Transl ator and
Net wor k Address and Port Translator device. This includes, for
exanpl e, the control of the total nunber of Network Address

Transl ator bindings allowed or the allocation of a specific Network
Address Translator binding for a particular endpoint. In addition
it allows Network Address Translator devices to provide information
rel evant to accounting purposes.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6736
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1

I ntroduction

Internet service providers depl oy Network Address Transl ators (NATS)
and Network Address and Port Translators (NAPTs) [RFC3022] in their
networks. A key notivation for doing so is the depletion of
avai |l abl e public I Pv4 addresses. This docunent defines a Dianeter
application allow ng providers to control the behavior of NAT and
NAPT devi ces that inplement |Pv4-to-IPv4 network address and port
transl ati on [ RFC2663] as well as stateful |Pv6-to-IPv4 address famly
translation as defined in [ RFC2663], [ RFC6145], and [ RFC6146]. The
use of a Dianeter application allows for sinple integration into the
exi sting Authentication, Authorization, and Accounting (AAA

envi ronnent of a provider.

The Di ameter Network address and port translation Control Application
(DNCA) offers the followi ng capabilities:

1. Limts or defines the nunber of NAPT/ NAT-bi ndi ngs nade avail abl e
to an individual endpoint. The nain notivation for restricting
t he nunber of bindings on a per-endpoint basis is to protect the
service of the service provider against denial-of-service (DoS)
attacks. If multiple endpoints share a single public |IP address,
these endpoints can share fate. |If one endpoint would (either
intentionally, or due to mi sbehavior, msconfiguration, nalware,
etc.) be able to consune all available bindings for a given
single public I P address, service would be hanpered (or night
even becone unavail able) for those other endpoints sharing the
same public I P address. The efficiency of a NAPT depl oynent
depends on the maxi mum nunber of bindings an endpoint coul d use.
G ven that the typical nunber of bindings an endpoi nt uses
depends on the type of endpoint (e.g., a personal conputer of a
broadband user is expected to use a hi gher nunber of bindings
than a sinple nobile phone) and a NAPT device is often shared by
different types of endpoints, it is desirable to actively manage
t he maxi num nunber of bindings. This requirenent is specified in
REQ 3 of [CG\ REQS].

2. Supports the allocation of specific NAPT/ NAT-bi ndings. Two types
of specific bindings can be distingui shed:

* Allocation of a predefined NAT-binding: The internal and
external | P addresses as well as the port pair are specified
within the request. Sone depl oynent cases, such as access to
a web-server within a user’s honme network with | P address and
port, benefit fromstatically configured bindings.
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* Allocation of an external |IP address for a given internal IP
address: The allocated external |IP address is reported back to
the requester. In sone deploynent scenarios, the application
requi res inmedi ate know edge of the allocated binding for a
given internal |IP address but does not control the allocation
of the external |P address; for exanple, SIP-proxy server
depl oynent s.

Defines the external address pool(s) to be used for allocating an
external | P address: External address pools can be either pre-
assigned at the NAPT/ NAT device or specified within a request.

I f pre-assigned address pools are used, a request needs to
include a reference to identify the pool. Oherw se, the request
contains a description of the | P address pool (s) to be used, for
exanple, a list of |IP-subnets. Such external address pools can
be used to select the external |IP address in NAPT/ NAT- bi ndi ngs
for multiple subscribers.

Cenerates reports and accounting records: Reports established
bi ndings for a particular endpoint. The collected information is
used by accounting systens for statistical purposes.

Queries and retrieves details about bindings on demand: This
feature conpl enents the previously nentioned accounting
functionality (see item4). This feature can be used by an
entity to find NAT-bindings belonging to one or nmultiple

endpoi nts on the NAT device. The entity is not required to
create a DNCA control session to performthe query but woul d,
obviously, still need to create a Di aneter session conplying to
the security requirenents.

Identifies a subscriber or endpoint on nultiple network devices
( NAT/ NAPT device, the AAA-server, or the Network Access Server
(NAS)): Endpoint identification is facilitated through a d oba
Endpoint I D. Endpoints are identified through a single
classifier or a set of classifiers, such as | P address, Virtua
Local Area Network (VLAN) identifier, or interface identifier
that uniquely identify the traffic associated with a particul ar
gl obal endpoi nt.

Wth the above capabilities, DNCA qualifies as a M ddl ebox
Conmmmuni cati ons (M DCOV) protocol [RFC3303], [RFC3304], [RFC5189] for
m ddl eboxes that perform NAT. The M DCOM protocol eval uation

[ RFC4097] evaluated Dianeter as a candi date protocol for M DCOM
DNCA provi des the extensions to the Di aneter base protocol [RFC6733]

foll

NAT-

wel |

owi ng the M DCOM protocol requirenments, such as the support of
specific rule transport, support for oddity of mapped ports, as
as support for consecutive range port nunbers. DNCA adds to the
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M DCOM protocol capabilities in that it allows the naintenance of the
reference to an endpoint representing a user or subscriber in the
control operation, enabling the control of the behavior of a NAT
device on a per-endpoint basis. Follow ng the requirenents of

di fferent operators and depl oynents, different nmanagenent protocols
are enployed. Exanples include, for exanple, Sinple Network
Managenment Protocol (SNWP) [RFC3411] and Network Configuration
(NETCONF) [ RFC6241], which can both be used for device configuration
Similarly, DNCA conplenents existing MDCOM inplenmentations, offering
a M DCOM protocol option for operators with an operationa

environnment that is Diameter focused that desire the use of D aneter
to perform per-endpoint NAT control. Note that in case an operator
uses nultiple nmethods and protocols to configure a NAT device, such
as, for exanple, command line interface (CLI), SNWMP, NETCONF, or Port
Control Protocol (PCP), along with DNCA specified in this docunent,
the operator MJIST ensure that the configurations perfornmed using the
di fferent methods and protocols do not conflict in order to ensure a
proper operation of the NAT service.

Thi s docunent is structured as follows: Section 2 lists tern nol ogy,
while Section 3 provides an introduction to DNCA and its overal

depl oynent franmework. Sections 3.2 to 8 cover DNCA specifics, with
Section 3.2 describing session managenent, Section 5 the use of the
D aneter base protocol, Section 6 new conmands, Section 8 Attribute
Val ue Pairs (AVPs) used, and Section 9 accounting aspects.

Section 10 presents AVP occurrence tables. |ANA and security

consi derations are addressed in Sections 11 and 12, respectively.

2. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

Abbrevi ati ons and term nol ogy used in this docunent:
AAA: Aut hentication, Authorization, Accounting

DNCA: Di anmeter Network address and port translation Contro
Appl i cation

Endpoi nt: Managed entity of the DNCA. An endpoint represents a
network el ement or device, associated with a subscriber, a user
or a group of users. An endpoint is represented by a single
access-session on a NAS. DNCA assunes a 1:1 rel ationship between
an endpoint, the access-session it represents, and the associ ated
DNCA sessi on.
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NAPT: Networ k Address and Port Translation, see al so [ RFC3022].

NAT: Network Address Translation (NAT and NAPT are used in this
docunent interchangeabl y)

NAT- bi ndi ng or binding: Association of two | P address/port pairs
(with one IP address typically being private and the other one
public) to facilitate NAT

NAT- bi ndi ng predefined tenplate: A policy tenplate or
configuration that is predefined at the NAT device. It may
contai n NAT-bi ndings, |IP address pools for allocating the externa
| P address of a NAT-bindi ng, the nmaxi num nunber of allowed NAT-

bi ndi ngs for endpoints, etc.

NAT devi ce: Network Address Translator or Network Address and Port
Translator: An entity perform ng NAT or NAPT.

NAT controller: Entity controlling the behavior of a NAT device.
NAS: Network Access Server

NCR: NAT- Contr ol - Request

NCA: NAT- Cont r ol - Answer

NAT44: | Pv4-to-1Pv4d NAPT, see [ RFC2663]

NAT64: | Pv6-to-1Pv4 address famly translation, see [ RFC6145] and
[ RFC6146]

PPP: Point-to-Point Protocol [RFC1661]
3. Depl oynment Framework
3.1. Deploynent Scenario

Figure 1 shows a typical network deploynment for |Pv4 Internet access
A user’s IPv4 host (i.e., endpoint) gains access to the Internet
though a NAS, which facilitates the authentication of the endpoint
and configures the endpoint’s connection according to the

aut hori zation and configuration data received fromthe AAA-server
upon successful authentication. Public |Pv4 addresses are used

t hroughout the network. DNCA manages an endpoint that represents a
network el enent or device or an |IPv4 host, associated with a

subscri ber, a user or a group of users. An endpoint is represented
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by a single access-session on a NAS. DNCA assunes a 1:1:1
rel ati onshi p between an endpoint, the access-session it represents,
and the associ at ed DNCA sessi on.

Fomm e e o +
I I
| AAA |
I I
N +
I
I
I
I
T + Ty + I +
| 1Pva | | | | 1Pva
| Host [---------- | NAS | ------------- | I'nternet |
I I I I I I
Fomm e e o + Fomm e e o + Fomm e - +
S LR Public IPv4 -----mmmmi e - >

Figure 1: Typical Network Deployment for Internet Access

Fi gure 2 depicts the deploynment scenario where a service provider

pl aces a NAT between the host and the public Internet. The objective
is to provide the custoner with connectivity to the public |IPv4
Internet. The NAT device performs network address and port (and
optionally address famly) translation, depending on whether the
access network uses private | Pv4 addresses or public | Pv6 addresses
to public I Pv4 addresses. Note that there may be nore than one NAS
NAT device, or AAA-entity in a deploynent, although the figures only
depict one entity each for clarity.

If the NAT device would be put in place wthout any endpoi nt

awar eness, the service offerings of the service provider could be
i npacted as detailed in [CG\REQS]. This includes cases |ike the
fol | owi ng:

0 Provisioning static NAT-bindings for particular endpoints

0o Using different public I P address pools for a different set of
endpoi nts (for exanple, residential or business custoners)

0 Reporting allocated bindings on a per-endpoint basis

0 Integrate control of the NAT device into the already existing per-
endpoi nt nmanagenent infrastructure of the service provider
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[ TS +
| |
| AAA |
| |
Fomm e e o +
|
|
|
|
Fomm e o - + f S + Fomm e o - + S +
| IPv4 |----| |----] NAT- |----| IPv4 |
| Host | | NAS | | device | | I'nternet |
| | | | | | | |
E R + [ TS + E R + [ T +

For NAT44 depl oynents (I Pv4 host):
<----- Private IPv4 ---------- ><--- Public IPv4 --->

For NAT64 depl oynents (I Pv6 host):
<----- Public IPv6 ---------- ><--- Public IPv4 --->

Fi gure 2: Access Network Depl oynent with NAT

Figure 2 shows a typical deploynent for |IPv4 Internet access

i nvol ving a NAT device within the service provider network. The
figure describes two scenarios: one where an | Pv4 host (with a
private | Pv4 address) accesses the IPv4 Internet, as well as one
where an | Pv6-host accesses the I Pv4 Internet.

.2. Dianeter NAPT Control Application Overview

DNCA runs between two DNCA Di aneter peers. One DNCA Di aneter peer
resides within the NAT device, the other DNCA Di aneter peer resides
within a NAT controller (discussed in Section 3.3). DNCA allows per-
endpoi nt control and rmanagenent of NAT within the NAT device. Based
on Dianeter, DNCA integrates well with the suite of D aneter
appl i cations depl oyed for per-endpoint authentication, authorization,
accounting, and policy control in service provider networks.

DNCA of fers:

0 Request and answer comands to control the allowed nunber of NAT-
bi ndi ngs per endpoint, to request the allocation of specific
bi ndi ngs for an endpoint, to define the address pool to be used
for an endpoint.

0 Per-endpoint reporting of the all ocated NAT-bi ndi ngs.
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o Unique identification of an endpoint on a NAT device, AAA-server,
and NAS to sinplify correlation of accounting data streans.

DNCA al l ows controlling the behavior of a NAT device on a per-
endpoi nt basis during initial session establishnment and at |ater
stages by providing an update procedure for already established
sessions. Using DNCA, per-endpoint NAT-binding information can be
retrieved using either accounting nmechani snms or an explicit session
query to the NAT.

3.3. Deploynent Scenarios for DNCA

DNCA can be deployed in different ways. DNCA supports depl oynments
with "n" NAT controllers and "m' NAT devices, with n and mequal to
or greater than 1. From a DNCA perspective, an operator should
ensure that the session representing a particular endpoint is atomc.
Any depl oynent MJST ensure that, for any given endpoint, only a
singl e DNCA NAT controller and is active at any point in tinme. This
is to ensure that NAT devices controlled by nultiple NAT controllers
do not receive conflicting control requests for a particul ar endpoint
or that they would not be unclear about to which NAT controller to
send accounting information. Operational considerations MAY require
an operator to use alternate control mechanisnms or protocols such as
SNMP or nmanual configuration via a CLI to apply per-endpoint NAT-
specific configuration, for exanple, static NAT-bindings. For these
cases, the NAT device MJST allow the operator to configure a policy
on how configuration conflicts are resolved. Such a policy could
specify, for exanple, that manually configured NAT-bi ndi ngs using the
CLI always take precedence over those configured using DNCA

Two conmon depl oynment scenarios are outlined in Figure 3 ("Integrated
Depl oynment") and Figure 4 ("Autononous Deploynment"). Per the note
above, nultiple instances of NAT controllers and NAT devices could be
depl oyed. The figures only show single instances for reasons of
clarity. The two shown scenarios differ in which entity fulfills the
role of the NAT controller. Wthin the figures, (C) denotes the
network el enment performing the role of the NAT controller

The integrated depl oynent approach hides the exi stence of the NAT
device from external servers, such as the AAA-server. It is suited
for environnents where mnimal changes to the existing AAA depl oynent
are desired. The NAS and the NAT device are Di aneter peers
supporting the DNCA. The Dianeter peer within the NAS, perforning
the role of the NAT controller, initiates and manages sessions with

t he NAT devi ce, exchanges NAT-specific configuration infornmation, and
handl es reporting and accounting information. The NAS receives
reporting and accounting information fromthe NAT device. Wth this
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i nformati on, the NAS can provide a single accounting record for the
endpoint. A systemcorrelating the accounting information received
fromthe NAS and NAT devi ce woul d not be needed.

An exanpl e network attachment for an integrated NAT depl oynent can be
described as follows: an endpoint connects to the network, with the
NAS bei ng the point of attachnent. After successful authentication
the NAS receives endpoint-related authorization data fromthe AAA-
server. A portion of the authorization data applies to per-endpoint
configuration on the NAS itself, another portion describes

aut hori zation and configuration information for NAT control ainmed at
the NAT device. The NAS initiates a DNCA session to the NAT device
and sends relevant authorization and configuration information for
the particular endpoint to the NAT device. This can conprise NAT-
bi ndi ngs, which have to be pre-established for the endpoint, or
managenent -rel at ed configurati on, such as the maxi mum nunmber of NAT-
bi ndi ngs allowed for the endpoint. The NAT device sends its per-
endpoi nt accounting infornmation to the NAS, which aggregates the
accounting information received fromthe NAT device with its |oca
accounting information for the endpoint into a single accounting
stream towards the AAA-server

Fomm e e o +
I I
| AAA |
I I
N +
I
I
I
S + Fommemana + S + I +
I I | (9 | I I I I
| Host [----] NAS |----| NAT- [----] IPv4 |
| | | | | device | | I'nternet |
Fom e e e - + Fomm e e o + Fom e e e - + Fom e e - +
For NAT44 depl oynents (I Pv4 host):
<----- Private IPv4 ---------- ><--- Public IPv4 --->
For NAT64 depl oynents (I Pv6 host):
<----- Public IPv6 ---------- ><--- Public IPv4 --->

Fi gure 3: NAT Control Deploynment: Integrated Depl oynent

Fi gure 3 shows exanpl es of integrated deploynents. It illustrates
two scenarios: one where an | Pv4 host (with a private |Pv4 address)
accesses the I Pv4 Internet and another where an | Pv6 host accesses
the | Pv4 Internet.
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The aut ononous depl oynent approach decoupl es endpoi nt nmanagenment on

the NAS and NAT device. In the autononous depl oynent approach, the
AAA-system and the NAT device are the Dianeter peers running the
DNCA. The AAA-system al so serves as NAT controller. It nmanages the

connection to the NAT device, controls the per-endpoint

configuration, and receives accounting and reporting information from
the NAT device. Different fromthe integrated depl oynent scenari o,

t he aut ononous depl oynent scenario does not "hide" the existence of
the NAT device fromthe AAA infrastructure. Here, two accounting
streans are received by the AAA-server for one particul ar endpoint:
one fromthe NAS and one fromthe NAT device

Fommemana +
| (O |
| AAA -
| | |
[ S — + |
| |
| |
| |
oo + I + I + Fommemeaa +
| IPv4/ | | | | | | IPva |
| 1Pv6 [----] NAS |----| NAT- |----] Internet
| Host | | | | device | | |
. + N + N + N +

For NAT44 depl oynents (I Pv4 host):
<----- Private I1Pv4 ---------- ><--- Public IPv4 --->

For NAT64 depl oynents (I Pv6 host):
<----- Public IPv6 ---------- ><--- Public IPv4 --->

Fi gure 4: NAT Control Deployment: Autononous Depl oynent

Fi gure 4 shows exanpl es of autononous deploynents. It illustrates
two scenarios: one where an |IPv4 host (with a private |Pv4 address)
accesses the | Pv4 Internet and another where an | Pv6 host accesses
the 1 Pv4 Internet.

4. DNCA Session Establishment and Managenent

Note that fromthis section on, there are references to sone of the
comands and AVPs defined for DNCA. Please refer to Sections 6 and 8
for details. DNCA runs between a Dianeter peer residing in a NAT
controller and a Dianeter peer residing in a NAT device. Note that,
per what was already nmentioned above, each DNCA session between

D aneter peers in a NAT controller and a NAT device represents a
single endpoint, with an endpoint being either a network el enent, a
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device, or an I Pv4 host associated with a subscriber, a user, or a
group of users. The Dianmeter peer within the NAT controller is

al ways the control-requesting entity: it initiates, updates, or

term nates the sessions. Sessions are initiated when the NAT
controller |earns about a new endpoint (i.e., host) that requires a
NAT service. This could be due to, for exanple, the entity hosting
the NAT controller receiving authentication, authorization, or
accounting requests for or fromthe endpoint. Alternate nethods that
could trigger session setup include Iocal configuration, receipt of a
packet froma fornerly unknown |IP address, etc.

4.1. Session Establishnent

The DNCA Di aneter peer within the NAT controller establishes a
session with the DNCA Di aneter peer within the NAT device to control
t he behavi or of the NAT function within the NAT device. During
session establishnent, the DNCA Di aneter peer within the NAT

control |l er passes along configuration information to the DNCA

D aneter peer within the NAT device. The session configuration

i nformation conprises the maxi mum nunber of bindings allowed for the
endpoi nt associated with this session, a set of predefined NAT-

bi ndings to be established for this endpoint, or a description of the
address pool, fromwhich external addresses are to be all ocat ed.

The DNCA Di aneter peer within the NAT controller generates a NAT-
Control - Request (NCR) nessage to the DNCA Di aneter peer within the
NAT device with the NC Request-Type AVP set to I NI TIAL_REQUEST to
initiate a Diameter NAT control session. On receipt of an NCR, the
DNCA Di aneter peer within the NAT device sets up a new session for

t he endpoint associated with the endpoint classifier(s) contained in
the NCR The DNCA Di aneter peer within the NAT device notifies its
DNCA Di aneter peer within the NAT controller about successful session
setup using a NAT-Control - Answer (NCA) nessage with the Result-Code
set to DI AMETER SUCCESS. Figure 5 shows the initial protocol

i nteraction between the two DNCA Di aneter peers.

The initial NAT-Control -Request MAY contain configuration infornation
for the session, which specifies the behavior of the NAT device for
the session. The configuration information that MAY be incl uded,
conpri ses:

o A list of NAT-bindings, which should be pre-allocated for the
session; for exanple, in case an endpoint requires a fixed
external | P address/port pair for an application.

0 The maxi mum nunber of NAT-bi ndings allowed for an endpoint.
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0 A description of the external |IP address pool(s) to be used for
t he session.

o0 A reference to a NAT-binding Predefined tenplate on the NAT
device, which is applied to the session. Such a NAT-bi ndi ng
Predefined tenplate on the NAT device nmay contain, for exanple,
the nane of the I P address pool fromwhich external |P addresses
shoul d be all ocated, the maxi mum nunber of bindings pernitted for
t he endpoint, etc.

In certain cases, the NAT device may not be able to performthe tasks
requested within the NCR  These include the follow ng:

o |If a DNCA Dianeter peer within the NAT device receives an NCR from
a DNCA Di aneter peer within a NAT controller with the NC Request -
Type AVP set to INITIAL_REQUEST that identifies an already
exi sting session, that is, the endpoint identifier matches an
al ready existing session, the DNCA D aneter peer within the NAT
device MUST return an NCA with the Result-Code set to
SESSI ON_EXI STS and provide the Session-1d of the existing session
in the Duplicate-Session-Id AVP.

o |If a DNCA Dianeter peer within the NAT device receives an NCR from
a DNCA Dianmeter peer within a NAT controller with the NC Request-
Type AVP set to INITIAL_REQUEST that natches nore than one of the
al ready existing sessions, that is, the DNCA Di aneter peer and
endpoi nt identifier match already existing sessions, the DNCA
D aneter peer within the NAT device MIST return an NCA with the
Resul t - Code set to | NSUFFI Cl ENT- CLASSI FI ERS. | n case a DNCA
D aneter peer receives an NCA that reports Insufficient-
Classifiers, it MAY choose to retry establishing a new session
using additional or nore specific classifiers.

o |If the NCR contains a NAT-bindi ng Predefined tenplate not defined
on the NAT device, the DNCA D anmeter peer within the NAT device
MJUST return an NCA with the Resul t-Code AVP set to
UNKNOWN_BI NDI NG_TEMPLATE_NAME.

0 In case the NAT device is unable to establish all of the bindings
requested in the NCR, the DNCA Di ameter peer MJST return an NCA
with the Result-Code set to BINDI NG FAILURE. A DNCA Di aneter peer
within a NAT device MJUST treat an NCR as an atom c operation;
hence, none of the requested bindings will be established by the
NAT device. Either all requested actions within an NCR MJST be
conpl eted successfully or the entire request fails.
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o |f a NAT device cannot conformto a request to set the nmaxi num
nurmber of NAT-bi ndings allowed for a session, the DNCA D aneter
peer in the NAT device MJST return an NCA with the Result-Code AVP
set to MAX BI NDI NGS SET FAILURE. Such a condition can, for
exanpl e, occur if the operator specified the maxi mum nunber of
NAT- bi ndi ngs t hrough anot her nechani sm which, per the operator’s
policy, takes precedence over DNCA.

o |f a NAT device does not have sufficient resources to process a
request, the DNCA Di aneter peer MJST return an NCA with the
Resul t - Code set to RESOURCE_FAI LURE.

0 |In the case where Max- NAT-Bi ndi ngs, NAT-Control-Definition, and
NAT- Cont r ol - Bi ndi ng- Tenpl ate are included in the NCR, and the
val ues in Max- NAT- Bi ndi ngs and NAT-Control -Definition contradict
those specified in the pre-provisioned tenplate on the NAT device
t hat NAT- Control - Bi ndi ng- Tenpl ate references, Max- NAT-Bi ndi ngs and
NAT- Control -Definition MIST override the values specified in the
tenpl ate to which NAT-Control - Bi ndi ng- Tenpl ate refers.

NAT controll er (DNCA D aneter peer) NAT devi ce (DNCA Di aneter peer)
| |
|
|

Figure 5: Initial NAT-Control-Request and Session Establi shnent

|
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| |
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| |
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| <mmmmmmmrm e |
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Not e: The DNCA Di aneter peer within the NAT device creates session
state only if it is able to conply with the NCR  On success, it wll
reply with an NCA with the Result-Code set to DI AMETER_SUCCESS.
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4.2. Session Update

A session update is perfornmed if the NAT controller desires to change
t he behavi or of the NAT device for an existing session. A session
update coul d be used, for exanple, to change the nunber of allowed

bi ndings for a particular session or establish or renove a predefined
bi ndi ng.

The DNCA Di aneter peer within the NAT controller generates an NCR
message to the DNCA Di aneter peer within the NAT device with the NG
Request - Type AVP set to UPDATE _REQUEST upon receiving a trigger
signal. |If the session is updated successfully, the DNCA Di aneter
peer within the NAT device notifies the DNCA Di aneter peer within the
NAT controll er about the successful session update using a NAT-
Control - Answer (NCA) nmessage with the Result-Code set to

DI AVMETER _SUCCESS. Figure 6 shows the protocol interaction between
the two DNCA Di aneter peers.

In certain cases, the NAT device may not be able to performthe tasks
requested within the NCR  These include the follow ng:

o |If a DNCA Dianeter peer within a NAT device receives an NCR update
or query request for a non-existent session, it MJST set the
Resul t-Code in the answer to DI AMETER UNKNOAN_SESSI ON I D.

o |f the NCR contains a NAT-bindi ng Predefined tenplate not defined
on the NAT device, an NCA with the Result-Code AVP set to
UNKNOWN_BI NDI NG_TEMPLATE_NAME MUST be ret ur ned.

o |f the NAT device cannot establish the requested bindi ng because
t he maxi num nunber of allowed bi ndi ngs has been reached for the
endpoint classifier, an NCA with the Result-Code AVP set to
MAXI MUM_BI NDI NGS_REACHED_FOR_ENDPO NT MUST be returned to the DNCA
D aneter peer.

o |f the NAT device cannot establish sone or all of the bindings
requested in an NCR, but has not yet reached the naxi mum nunber of
al | oned bi ndings for the endpoint, an NCA with the Result-Code set
to BI NDI NG_FAI LURE MUST be returned. As already noted, the DNCA
D aneter peer in a NAT device MIST treat an NCR as an atomc
operation. Hence, none of the requested bindings will be
established by the NAT device in case of failure. Actions
requested within an NCR are either all successful or all fail.

o |f the NAT device cannot conformto a request to set the maxi num
nunber of bindings allowed for a session as specified by the Mx-
NAT- Bi ndi ngs, the DNCA Di aneter peer in the NAT device MJST return
an NCA with the Resul t-Code AVP set to MAX_BI NDI NGS_SET_FAI LURE.

Brockners, et al. St andards Track [ Page 16]



RFC 6736 D aneter NAT Control Application Cct ober 2012

(o]

If the NAT device does not have sufficient resources to process a
request, an NCA with the Result-Code set to RESOURCE_FAI LURE MJST
be returned.

I f an NCR changes the maxi num nunber of NAT-bi ndi ngs all owed for
t he endpoi nt defined through an earlier NCR, the new val ue MJST
override any previously defined linmt on the maxi mum nunber of
NAT- bi ndi ngs set through the DNCA. Note that, prior to
overwiting an existing value, the NAT device MJST check whet her
the overwite action confornms to the locally configured policy.
Depl oyment dependent, an existing value could have been set by a
protocol or