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Abstr act

The I ncident Cbject Description Exchange Format (1 ODEF) defines a
data representation for security incident reports and indicators
commonl y exchanged by operational security teanms for mtigation and
wat ch and warning. This docunent describes an updated infornmation
nodel for the | ODEF and provides an associ ated data nodel specified
with the XML schema. This new informati on and data nodel obsol etes
RFCs 5070 and 6685.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7970
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I ntroducti on

Organi zations require help fromother parties to nmitigate nalicious
activity targeting their network and to gain insight
threats. This coordination mght entail working with an ISP to

filter attack traffic,
bot net ,

consortium

The I ncident Object Description Exchange Format (| ODEF)

into potential

contacting a renote site to take down a
or sharing watch lists of known malicious indicators in a

is a format

for representing conputer security information commonly exchanged
bet ween Conputer Security Incident Response Teans (CSIRTs) or other

operational security teanms. |t provides an XM representation for
conveyi ng:

0 indicators to characterize a threat;

0 security incident reports to docunent attacks agai nst an

organi zati on;
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0 response activity taken or that could be taken in response to an
i nci dent; and

0 netadata so that these various classes of informati on can be
exchanged anong parties

The purpose of the IODEF is to enhance the operational capabilities
of CSIRTs. Adoption of the IODEF will inprove the ability of a CSIRT
to resolve security incidents; understand threats; and coordinate
response activities and proactive mtigations by sinplifying

col l aboration and data sharing with its partners. This structured
format provided by the | ODEF allows for:

o machi ne-to-machi ne exchange of incident and indicator data;

o automated processing of this data whereby allow ng nore rapid
execution of appropriate courses of action; and

o the devel opnent of an ecosystem of interoperable tools enabling
security operations.

Sharing and coordinating with other organizations is not strictly a
techni cal problem There are nunerous procedural, cultural, |egal
and trust-related barriers to overcone. The | ODEF does not attenpt
to address themdirectly. However, operational inplenentations of
the |ODEF will need to consider these chall enges.

Section 1 provides the background for the | ODEF. Sections 3 and 8
specify the |1 ODEF i nformati on and data nodel, respectively. The data
types used in this docunent are described in Section 2. Processing
consi derations, extending the specification, internationalization

and security issues are covered in Sections 4, 5, 6, and 9,
respectively. Exanples are listed in Section 7.

1.1. Term nol ogy

The key words "MJST," "MJST NOT," "REQUI RED," "SHALL," "SHALL NOT,"
"SHOULD, " "SHOULD NOT, " "RECOMMENDED, " "MAY," and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

1. 2. Not at i ons

The 1 ODEF is specified as an Extensi bl e Markup Language (XM.)

[WBC. XM.] scherma [ WBC. SCHEMA]. The normative | ODEF data nodel is
found in the XML schema in Section 8. To aid in the understanding of
the data elements, Section 3 also depicts the underlying information
nodel using Unified Mddeling Language (UML). This abstract
presentation of the |IODEF is not nornative.
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1

1

3.

4,

For clarity in this docunent, the term"XM docunent” will be used
when referring generically to any instance of an XM. docunent. The
term"| ODEF docunent” will be used to refer to an XM. docunent
conformng to the | ODEF specification. The terns "schema" will be
used to refer to Section 8 of this docunent. The terns "data nodel"
and "schema" will be used interchangeably. The terns "class" and
"elenent” will be used to reference either the correspondi ng data

el ement in the UML-based infornmation or XM. schena- based data nodel s,
respectively.

About the | ODEF Data Mbde

A nunber of considerations were nade in the design of the | ODEF data
nodel .

0 The data nodel found in this docunent is an evolution of the one
previously specified in [RFC5070]. New fields were added to
represent additional information. [RFC5070] was devel oped
primarily to represent incident reports. This docunent builds
upon it by adding support for indicators and revising it to
reflect the current challenges faced by CSIRTs. An attenpt was
made to preserve backward conpatibility, but this was not possible
in all cases. See Section 4.4. This docunent obsol etes
[ RFC5070] .

o The IODEF is a transport format. Therefore, the data nodel may
not be the optinmal archival or in-nmenory processing fornat.

o The ICDEF is intended to be a framework to convey only comonly
exchanged information. It ensures that there are nechanisns for
extensibility to support organization-specific information and
techni ques to reference information kept outside of the data
nodel

o0 Not all commonly exchanged information has a well-defined format
or taxonony. The IODEF attenpts to strike a bal ance between
enforcing sufficient structure to all ow autonmated processi ng and
supporting free-formcontent that enables maxi nrumflexibility.

o The I CDEF fits into a broader ecosystem of standards and
conventions. An attenpt was nade to harnoni ze the data nodel with
this context.

Changes from RFC 5070
A detailed list of additions nmade to the data nmodel in [ RFC5070] are

enunerated in this section. See Section 4.4 for a list of
i nconpati bl e changes.
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0 Updated the data types (Section 2) to inprove
internationalization, clarify anbiguity, and ensure consistency in
ext ensi ons.

0 Added the observable-id attribute (Section 3.3.2) and
I ndicatorData class (Section 3.28) to represent indicators.

0 Added the private-enum name and private-enumid attributes to the
| ODEF- Docunent class (Section 3.1) to disanbiguate private
ext ensi ons.

0 Updated the Incident class (Section 3.2) to represent additiona
timng and workfl ow i nformati on.

0 Added the Threat Actor (Section 3.7) and Canpai gn (Section 3.8)
classes to represent attack attribution information

0 Updated the Contact class (Section 3.9) and its children to
i mprove internationalization and represent additional information
about an entity.

0 Updated the Method class (Section 3.11) to inprove extensibility
through externally referenced resources.

0 Added the Discovery class (Section 3.10) to describe how an
i nci dent was di scovered.

0 Updated the Assessnent class (Section 3.12) to enable nore
descriptive characterizations of the inpact of an incident.

0 Updated the Historyltem (Section 3.13.1) and Expectation
(Section 3.15) classes to support a reference to a course of
action.

o0 Updated the EventData class (Section 3.14) with additiona
net adat a added to the Incident class.

0 Updated the Systemclass (Section 3.17) with additional netadata.

0 Updated the Counter class (Section 3.18.3) to support additiona
rate netrics.

0 Added Dormai nData (Section 3.19), Email Data (Section 3.21),
W ndowsRegi stryKeyshModi fied (Section 3.23), CertificateData
(Section 3.24), and FileData (Section 3.25) classes to inprove the
description of an incident and support this data as indicators.
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0 Added the SignatureData (Section 3.27) and HashData (Section 3. 26)
classes to represent digital signatures and hashes.

0 Added support for public enunmerated attribute extensions using
| ANA registries (Section 5.1.2).

0 Updated nunerous enunerated attributes for conpleteness.
2. | ODEF Data Types

The | ODEF uses a nunber of sinple and conplex types. This section
descri bes these data types.

2.1. Integers

An integer is represented in the information nodel by the | NTEGER
data type. Integer data MJST be encoded in Base 10.

The I NTEGER data type is inplenented in the data nodel as an
"xs:integer" type per Section 3.3.13 of [WBC SCHEMA. DTYPES] .

2. 2. Real Nunbers

A real (floating-point) nunber is represented in the infornation
nodel by the REAL data type. Real data MJUST be encoded in Base 10.

The REAL data type is inplemented in the data nodel as an "xs:float"
type per Section 3.2.4 of [WBC. SCHEMA. DTYPES]

2.3. Characters and Strings

A single character is represented in the information nodel by the
CHARACTER data type. A string is represented by the STRING data
type. Special characters MJST be encoded using entity references.
See Section 4.1.

The CHARACTER and STRING data types are inplenented in the data nodel
as an "xs:string" type per Section 3.2.1 of [WC. SCHEMA. DTYPES] .

2.4. Miltilingual Strings
A string that needs to be represented in a hunan-readabl e | anguage
different than the default encoding of the docunent is represented in
the informati on nodel by the M._STRI NG data type
The M__STRING data type is inplenented in the data nodel as the

"iodef: M.StringType" type. This type extends the "xs:string" to
include two attributes.
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Xs:string

| |
| |
| ENUM xnl : 1 ang |
| STRING translation-id

Figure 1: The iodef: M.StringType Type

The content of the class is a character string of type "xs:string"
whose | anguage MAY be specified by the xnl:lang attribute.

The attributes of the iodef: MStringType type are:

xm :l ang
Optional. ENUM A language identifier per Section 2.12 of
[ WBC. XML.] whose val ues and format are described in [ RFC5646]. The
interpretation of this code is described in Section 6.

translation-id
Optional. STRING An identifier to relate other instances of
this class with the sanme parent as translations of this text. The
scope of this identifier is limted to all of the direct, peer
child classes of a given parent class.

Using this class enables representing translations of the sane text
in multiple | anguages. Each translation is a distinct instance of
this class with a conmon parent. A group of classes each with a
translated instance of text is related by setting a common identifier
in the translation-id attribute. The |anguage of a given class is
set by the xnml:lang attribute. See Section 6 for nore details on
representing translations of free-formtext.

2.5. Binary Strings
Bi nary octets can be represented with two encodi ngs.

2.5.1. Base64 Bytes
A binary octet encoded with base64 is represented in the information
nodel by the BYTE data type. A sequence of these octets is of the
BYTE[] data type

The BYTE and BYTE[] data types are inplenented in the data nodel as
an "xs: base64Bi nary" type per Section 3.2.16 of [WBC. SCHEMA. DTYPES]
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2.5.2. Hexadecinal Bytes

A binary octet encoded as a character tuple consistent of two
hexadecimal digits is represented in the information nodel by the
HEXBI N data type. A sequence of these octets is of the HEXBIN ] data
type.

The HEXBIN and HEXBI N ] data types are inplenmented in the data nodel
as an "xs: hexBi nary" type per Section 3.2.15 of [WBC SCHEMA. DTYPES]

2.6. Enunerated Types

An enunerated type is represented in the infornmation nodel by the
ENUM data type. It is an ordered list of acceptable string val ues.
Each val ue has a representative keyword. Wthin the data nodel, the
enuner ated type keywords are used as attribute val ues.

The ENUM data type is inplenented in the data nodel as val ues of an
"xs: NMTOKEN' type per Section 3.3.4 of [WC. SCHEMA. DTYPES]

2.7. Date-Time String

A date-time string that describes a particular instant in tinme is
represented in the informati on nodel by the DATETI ME data type.
Ranges are not supported.

The DATETI ME data type is inplenmented in the data nodel as an
"xs:dateTi me" type per Section 3.2.7 of [WBC. SCHEMA. DTYPES] .

2.8. Tinmezone String

A timezone offset fromUTC is represented in the information nodel by
the TI MEZONE data type. It is formatted according to the follow ng
regul ar expression: "Z|[\+\-](0[0-9]|1[0-4]):[0-5][0-9]".

The TIMEZONE data type is inplenented in the data nodel as an
"i odef: Ti nezoneType" type.

2.9. Port Lists

A list of network ports is represented in the information nodel by
the PORTLI ST data type. A PORTLI ST consists of a coma-separated
list of nunbers and ranges (N-M neans ports N through M inclusive).
It is formatted according to the follow ng regul ar expression
"\Nd+(\-\d+) ?(,\d+(\-\d+)?)*".  For exanple,
"2,5-15, 30, 32, 40- 50, 55- 60"
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The PORTLI ST data type is inplenented in the data nodel as an
"iodef:PortlistType" type.

2.10. Post al Address

A postal address is represented in the infornmation nodel by the
POSTAL data type. The format of the POSTAL data type is docunented
in Section 2.23 of [RFC4519] as a free-formmulti-line string
separated by the "$" character.

The POSTAL data type is inplenented in the data nodel as an
"iodef: ML.StringType" type.

2.11. Tel ephone Nunber
A tel ephone nunber is represented in the information nodel by the
PHONE data type. The format of the PHONE data type is docunented in
[E. 164].

The PHONE data type is inplemented in the data nodel as an
"xs:string" type per Section 3.2.1 of [WC. SCHEVA. DTYPES]

2.12. Email String
An email address is represented in the infornmation nodel by the EMAIL
data type. The format of the EMAIL data type is docunented in
Section 3.4.1 of [RFC5322] and Section 3.3 of [RFC6531].

The EMAIL data type is inplenented in the data nodel as an
"xs:string" type per Section 3.2.1 of [WBC. SCHEMA. DTYPES]

2.13. Uniform Resource Locator Strings
A uniformresource locator (URL) is represented in the information
nodel by the URL data type. The format of the URL data type is
docunented in [ RFC3986] .

The URL data type is inplenented as an "xs:anyURlI" type per
Section 3.2.17 of [WBC. SCHEVA. DTYPES]

2.14. ldentifiers and ldentifier References
An identifier unique to the | ODEF docunent is represented in the

i nformati on nodel by the ID data type. A reference to this
identifier is represented by the | DREF data type.
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The I D and | DREF data types are inplenented in the nodel as "xs:ID'
and "xs: | DREF" types per Sections 3.3.8 and 3.3.9 of
[ WBC. SCHEMA. DTYPES]

2.15. Software
A particular version of software is represented in the information
nmodel by the SOFTWARE data type. This software can be described by
using a reference, a URL, or with free-formtext.

The SOFTWARE data type is inplenented in the data nodel as the
"i odef: Sof t war eType" type.

e e e ek +

| iodef: SoftwareType

o m e e e e e oo +

| | <>--{0..1}--[ SoftwareReference ]
| | <>--{0..*}--[ URL ]
| | <>--{0..*}--[ Description |
e e e ek +

Fi gure 2: The SoftwareType Type
The aggregate classes of the SoftwareType type are:
Sof t war eRef er ence

Zero or one. Reference to a software application. See
Section 2.15.1.

URL
Zero or nore. URL. A URL to a resource describing the software.
Descri ption
Zero or nore. M_STRING A free-formtext description of the
sof tware

At | east one of these classes MJIST be present.

The i odef: Sof t wareType type has no attributes.
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2.15.1. SoftwareReference d ass

The SoftwareReference class is a reference to a particul ar version of

sof tware

e e e e a - +

| SoftwareRef erence

oo +
XS: any

| |
| |
| ENUM spec- name |
| STRI NG ext-spec-nane |
| ENUM dt ype |
| STRI NG ext-dtype |

Fi gure 3: The SoftwareReference C ass

The el enent content varies according to the value of the spec-name
attribute. It is defined in the data nodel as "xs:any" per
[ WBC. SCHEMA] .

The attributes of the SoftwareReference class are:

spec- name
Required. ENUM ldentifies the format and semantics of the
el ement body of this class. Formal standards and specifications
can be referenced as well as a free-formtext description with a
user-provided data type. These values are maintained in the
" Sof t war eRef er ence-spec-id" | ANA registry per Section 10.2

1. custom The elenent content is free-formand of the data type
specified by the dtype attribute. |If this value is selected,
then the dtype attribute MJIST be set.

2. cpe. The elenent content describes a Common Pl atform
Enuneration (CPE) entry per [N ST. CPE].

3. swid. The elenent content describes a software identification
(SWD) tag per [IS019770].

4, ext-value. A value used to indicate that this attribute is

extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.
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ext - spec- name
Optional. STRING A neans by which to extend the spec-nane
attribute. See Section 5.1.1.

dtype
Optional. ENUM The data type of the elenent content. The
permtted values for this attribute are shown bel ow. The default
value is "string". These values are naintained in the
" Sof t war eRef erence-dtype" | ANA registry per Section 10. 2.

1. bytes. The elenent content is of type HEXBIN

2. integer. The elenent content is of type | NTEGER
3. real. The elenent content is of type REAL.

4. string. The elenment content is of type STRI NG

5. xm. The element content is XM.. See Section 5.2.

6. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - dtype
Optional. STRING A neans by which to extend the dtype
attribute. See Section 5.1.1.

2. 16. Ext ensi on

I nformation not otherwi se represented in the | ODEF can be added using
the EXTENSI ON data type. This data type is a generic extension
nmechani sm

The EXTENSI ON data type is inplenented in the data nodel as the
"i odef : Ext ensi onType" type.

The data type of an EXTENSION i s described by the dtype attribute.

For sinmple information, atomic data types (e.g., integers, strings)
are supported. Their semantics are further described by the neaning
and formatid attributes. Encapsulating XM. docunents conformng to
anot her schenma is al so supported. A detailed discussion of extending
the schema can be found in Section 5. Additional coordination may be
required to ensure that a recipient of a docunment using this type can
parse and process it.
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oo +
| iodef: ExtensionType
oo +

XSs: any

STRI NG nane

ENUM dt ype

|

|

I

| STRI NG ext-dtype

| STRI NG neani ng

| STRING formatid

| ENUMrestriction

| STRING ext-restriction
| I'D observable-id

o e e e e e e e e oo +

Fi gure 4: The i odef: Ext ensi onType Type

Novenmber 2016

The el enent content of this type is the extension being added to the
data nodel. This content is defined in the data nodel as "xs:any"

per [WBC. SCHEMA] .
The attributes of the iodef:ExtensionType type are:

nane

Optional. STRING A free-formnane of the field or data el enent.

dt ype

Required. ENUM The data type of the el enent content. The
default value is "string". These values are maintained in the

"Ext ensi onType-dtype" | ANA regi stry per Section 10. 2.

1. bool ean. The el enent content is of type BOOLEAN

2. byte. The elenment content is of type BYTE

3. bytes. The el enent content is of type HEXBI N

4. character. The elenent content is of type CHARACTER

5. date-tinme. The elenent content is of type DATETI ME

6. nt pstanp. Sane as date-tine.

7. integer. The elenment content is of type | NTEGER

8. portlist. The elenent content is of type PORTLIST.

9. real. The elenent content is of type REAL.
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10. string. The elenment content is of type STRI NG

11. file. The elenment content is a base64-encoded binary file
encoded as a BYTE[] type.

12. path. The elenent content is a file-system path encoded as a
STRI NG t ype.

13. frame. The elenent content is a Layer 2 frane encoded as a
HEXBI N t ype

14. packet. The elenment content is a Layer 3 packet encoded as a
HEXBI N t ype

15. ipv4-packet. The elenment content is an | Pv4 packet encoded
as a HEXBIN type

16. ipv6-packet. The elenent content is an | Pv6 packet encoded
as a HEXBI N type.

17. url. The elenent content is of type URL.

18. csv. The elenent content is a comma-separated val ue (CSV)
list per Section 2 of [RFC4180] encoded as a STRI NG type.

19. winreg. The elenment content is a Mcrosoft Wndows registry
key encoded as a STRI NG type.

20. xm . The element content is XM.. See Section 5.2.

21. ext-value. A value used to indicate that this attribute is
extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - dtype

Optional. STRING A neans by which to extend the dtype
attribute. See Section 5.1.1.

nmeani ng

Optional. STRING A free-formtext description of the el enent
content.

formatid

Optional. STRING An identifier referencing the format or
semantics of the el enent content.

Danyl i w
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restriction
Optional. ENUM  See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observabl e-id
Optional. ID  See Section 3.3.2.

3. The 1 ODEF Information Model
The specifics of the | ODEF i nformation nodel are discussed in this
section. Each class and its relationships with the other classes is
descri bed. Wen necessary, clarifications are nade about translating
this information nodel to the schema in Section 8.

3.1. | CDEF-Docunent d ass

The | ODEF- Docunent class is the top level class in the | ODEF data

nodel. Al | ODEF docunents are an instance of this class.
T +
| | ODEF- Docunent |
o m e e e e e e +
STRI NG ver si on | <>--{1..*}--[ Incident |
ENUM xm : | ang | <>--{0..*}--[ Additional Data ]

STRI NG pri vat e- enum nane

|

| STRING format-id |
| |
| STRING private-enumid |

Fi gure 5: The | CDEF- Docunent Cl ass

The aggregate classes of the | ODEF-Docunent cl ass are:

I nci dent
One or nore. The information related to a single incident. See
Section 3. 2.

Addi ti onal Dat a
Zero or nore. EXTENSION. Mechanism by which to extend the data
nodel .
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The attributes of the | ODEF-Docunent class are:

version
Required. STRING The | ODEF specification version number to
which this | ODEF docunent confornms. The value of this attribute
MJUST be "2.00"

xm : 1 ang
Optional. ENUM A language identifier per Section 2.12 of
[ WBC. XM.] whose val ues and form are described in [ RFC5646]. The
interpretation of this code is described in Section 6.

format-id
Optional. STRING A free-formstring to convey processing
instructions to the recipient of the docunent. |Its senantics nust

be negoti ated out of band.

privat e- enum nane
Optional. STRING A globally unique identifier for the CSIRT
generating the docunent to deconflict private extensions used in
the docunment. The fully qualified domain name (FQDN) associ ated
with the CSIRT MIST be used as the identifier. See Section 5.3.

private-enumid
Optional. STRING An organi zationally unique identifier for an
extension used in the docunent. |If this attribute is set, the
private-enum nane MJST al so be set. See Section 5.3.
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3.2. Incident d ass

The Incident class describes commonly exchanged informati on when
reporting or sharing derived analysis fromsecurity incidents.

o e e e e e e e e oo +
| I'ncident

Fom e e eeeeeieaaaaaan +

| ENUM pur pose [ <>-------n--- [ I'ncidentID ]
| STRI NG ext - pur pose | <>--{0..1}--[ AlternativelD ]
| ENUM st at us | <>--{0..*}--[ RelatedActivity ]
| STRI NG ext-status | <>--{0..1}--[ DetectTine ]
| ENUM xm : | ang | <>--{0..1}--[ StartTime |
| ENUM restriction | <>--{0..1}--[ EndTine ]
| STRING ext-restriction |<>--{0..1}--{ RecoveryTine ]
| I'D observable-id | <>--{0..1}--[ ReportTinme ]
| | <>---------- [ GenerationTinme |
| | <>--{0..*}--[ Description ]
| | <>--{0..*} [ Discovery |
| | <>--{0..*}--[ Assessnent |
| | <>--{0..*}--[ Method ]
| | <>--{1..*}--[ Contact ]
| | <>--{0..*}--[ EventData ]
| | <>--{0..1}--[ IndicatorData ]
| | <>--{0..1}--[ History |
| | <>--{0..*}--[ Additional Data ]
T +

Figure 6: The Incident O ass
The aggregate classes of the Incident class are:

I nci dent| D
One. An incident tracking nunber assigned to this incident by the
CSIRT that generated the | ODEF docunent. See Section 3.4.

Al ternativel D
Zero or one. The incident tracking nunbers used by ot her CSIRTs
to refer to the incident described in the docunment. See
Section 3.5.

Rel at edActivity
Zero or nore. Related activity and attribution of this activity.
See Section 3.6.

Det ect Ti ne
Zero or one. DATETIME. The tine the incident was first detected.
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StartTi ne
Zero or one. DATETIME. The tine the incident started.

EndTi ne
Zero or one. DATETIME. The tine the incident ended.

RecoveryTi ne
Zero or one. DATETIME. The tine the site recovered fromthe
i nci dent.

Report Ti ne
Zero or one. DATETIME. The tine the incident was reported.

Cener ati onTi me
One. DATETIME. The tine the content in this Incident class was
gener at ed.

Description
Zero or nore. M._STRING A free-formtext description of the
i nci dent .

Di scovery
Zero or nore. The neans by which this incident was detected. See
Section 3.10.

Assessnent
Zero or nore. A characterization of the inpact of the incident.
See Section 3.12.

Met hod
Zero or nore. The techniques used by the threat actor in the
incident. See Section 3.11

Cont act
One or nore. Contact information for the parties involved in the
incident. See Section 3.9.

Event Dat a
Zero or nore. Description of the events conprising the incident.
See Section 3.14.

I ndi cat or Dat a
Zero or one. Indicators fromthe analysis of an incident. See
Section 3.28.

H story

Zero or one. A log of significant events or actions that occurred
during the course of handling the incident. See Section 3.13.
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Addi ti onal Dat a
Zero or nore. EXTENSION. Mechanism by which to extend the data
nodel

The attributes of the Incident class are:

pur pose
Required. ENUM The purpose attribute describes the rationale
for documenting the information in this class. It is closely

related to the Expectation class (Section 3.15). These values are
mai ntai ned in the "I ncident-purpose” |ANA registry per
Section 10.2. This attribute is defined as an enunerated |ist:

1. traceback. The incident was sent for trace-back purposes.

2. nmitigation. The incident was sent to request aid in
mtigating the described activity.

3. reporting. The incident was sent to conply with reporting
requirenents.

4. watch. The incident was sent to convey indicators that should
be nonitored.

5. other. The incident was sent for purposes specified in the
Expectation cl ass.

6. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - pur pose
Optional. STRING A neans by which to extend the purpose
attribute. See Section 5.1.1.

stat us
Optional. ENUM The status attribute conveys the state in a
wor kfl ow where the incident is currently found. These values are
mai ntai ned in the "Incident-status" | ANA registry per
Section 10.2. This attribute is defined as an enunerated |ist:

1. new. The incident is newy reported, and no action has been
t aken.

2. in-progress. The incident is under investigation

3. forwarded. The incident has been forwarded to another party
for handling.
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4. resolved. The investigation into the activity in this
i nci dent has concl uded.

5. future. The described activity has not yet been detected.

6. ext-value. A value used to indicate that this attribute is
extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-status
Optional. STRING A neans by which to extend the status
attribute. See Section 5.1.1.

xm : 1 ang
Optional. ENUM A language identifier per Section 2.12 of
[ WBC. XM.] whose val ues and formare described in [ RFC5646]. The
interpretation of this code is described in Section 6.

restriction
Optional. ENUM  See Section 3.3.1. The default value is
"private".

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observable-id
Optional. [ID See Section 3.3.2.

3.3. Conmon Attri butes

There are a nunber of recurring attributes used in the information
nmodel . They are docunented in this section

3.3.1. restriction Attribute

The restriction attribute indicates the disclosure guidelines to

whi ch the sender expects the recipient to adhere for the information
represented in this class and its children. This guideline provides
no security since there are no technical neans to ensure that the
reci pi ent of the document handl es the information as the sender
request ed.

The value of this attribute is logically inherited by the children of

this class. That is to say, the disclosure rules applied to this
class also apply to its children
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It is possible to set a granular disclosure policy, since all of the
hi gh-1evel classes (i.e., children of the Incident class) have a
restriction attribute. Therefore, a child can override the

gui delines of a parent class, be it to restrict or relax the

di sclosure rules (e.g., a child has a weaker policy than an ancestor
or an ancestor has a weak policy, and the children selectively apply
nmore rigid controls). The inplicit value of the restriction
attribute for a class that did not specify one can be found in the
cl osest ancestor that did specify a val ue.

This attribute is defined as an enunerated value with a default val ue
of "private". Note that the default value of the restriction
attribute is only defined in the context of the Incident class. In
ot her classes where this attribute is used, no default is specified.

These val ues are maintained in the "Restriction” | ANA registry per
Section 10. 2.

1. public. The information can be freely distributed w thout
restriction.

2. partner. The information may be shared within a cl osed
community of peers, partners, or affected parties, but cannot be
openly publi shed.

3. need-to-know. The information nmay be shared only within the
organi zation with individuals that have a need to know.

4. private. The information may not be shared.

5. default. The information can be shared according to an
i nformati on disclosure policy pre-arranged by the conmunicating
parties.

6. white. Sane as ’public’

7. green. Sane as ’'partner’
8. anber. Same as ’'need-to-know .
9. red. Same as ’'private’

10. ext-value. A value used to indicate that this attribute is
extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.
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3.3.2. observable-id Attribute

The observable-id attribute tags information in the docunent as an
observable so that it can be referenced later in the description of
an indicator. The value of this attribute is a unique identifier in
the scope of the docunent. It is used by the (bservabl eRef erence
class to enunerate observabl es when defining an indicator with the

I ndi cat or Dat a cl ass.

3. 4. I ncident| D C ass

The IncidentID class represents a tracking nunber that is unique in
the context of the CSIRT. It serves as an identifier for an incident
or a docunent identifier when sharing indicators. This identifier
woul d serve as an index into a CSIRT s incident handling or know edge
managenent system

The conbination of the name attribute and the string in the el enent
content MJUST be a globally unique identifier describing the activity.
Docunents generated by a given CSIRT MJUST NOT reuse the same val ue
unl ess they are referencing the same incident.

o e e e e e e e e e e e e m o +
| I'ncidentlD |
S +
STRI NG
STRI NG nane

ENUM restriction

| |
| |
| : |
| STRING i nstance |
| |
| STRING ext-restriction

Figure 7: The IncidentlD d ass
The content of the class is an incident identifier of type STRI NG

The attributes of the IncidentlD class are:

name
Required. STRING An identifier describing the CSIRT that
created the docunent. |In order to have a globally unique CSIRT
nane, the fully qualified domain nane associated with the CSIRT
MJUST be used.
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i nstance
Optional. STRING An identifier referencing a subset of the
named i nci dent.

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

3.5. Alternativel D C ass

The Alternativel D class lists the tracking nunbers used by CSIRTs,
other than the one generating the docunent, to refer to the identica
activity described in the | ODEF docunment. A tracking nunber |isted
as an Alternativel D references the sane incident detected by another
CSIRT. The tracking nunbers of the CSIRT that generated the | ODEF
document nust never be considered an AlternativelD

o e e e e e oo +

| AlternativelD |

o e e e e e e e e e e e e m o +

| ENUM restriction | <>--{1..*}--[ IncidentID ]
| STRING ext-restriction

o e e e e e e e e oo +

Figure 8 The Alternativel D d ass
The aggregate class of the AlternativelD class is:
IncidentID
One or nore. The tracki ng nunmber of another CSIRT. See
Section 3.4.

The attributes of the AlternativelD class are:

restriction
Optional. ENUM  See Section 3.3.1.

ext-restriction

Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.
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3.6. RelatedActivity d ass

The Rel atedActivity class relates the information described in the
rest of the document to previously observed incidents or activity and
allows attribution to a specific actor or campaign

S +
| RelatedActivity |

R +

| ENUM restriction | <>--{0..*}--[ IncidentID ]
| STRING ext-restriction |<>--{0..*}--] URL ]
| | <>--{0..*}--[ ThreatActor ]
| | <>--{0..*}--[ Canpaign ]
| | <>--{0..*}--[ IndicatorlD ]
| | <>--{0..1}--[ Confidence ]
| | <>--{0..*}--[ Description ]
| | <>--{0..*}--[ Additional Data ]
o e e e e e e e e oo - o +

Figure 9: The RelatedActivity O ass
The aggregate classes of the RelatedActivity class are:

I nci dent| D
Zero or nore. The tracking nunber of a related incident. See
Section 3.4.

URL
Zero or nore. URL. A URL to activity related to this incident.

Thr eat Act or
Zero or nore. The threat actor to whomthe incident activity is
attributed. See Section 3.7.

Canpai gn
Zero or nore. The canpaign of a given threat actor to whomthe
described activity is attributed. See Section 3.8.

I ndi cator| D
Zero or nore. A reference to a related indicator. See
Section 3. 4.

Confi dence
Zero or one. An estinmate of the confidence in attributing this
Rel atedActivity to the events described in the docunent. See
Section 3.12.5.
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Description
Zero or nmore. M._STRING A description of how these
rel ati onshi ps were derived.

Addi ti onal Dat a
Zero or nore. EXTENSION. A nmechanism by which to extend the data
nodel .
The Rel atedActivity class MJST have at |east one instance of any of
the following child classes: IncidentlD, URL, ThreatActor, Canpaign,
Descri ption, or Additional Dat a.
The attributes of the RelatedActivity class are:

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.
3.7. ThreatActor C ass

The Threat Actor class describes a threat actor.

o e e e e e e e e oo +
| ThreatActor |
o e e e e e e e ea oo +
| ENUMrestriction | <>--{0..*}--[ ThreatActorID ]
| STRING ext-restriction |<>--{0..*}--] URL ]
| | <>--{0..*}--[ Description |
| | <>--{0..*}--[ Additional Data ]
o e e e e e oo +

Fi gure 10: The Threat Actor C ass
The aggregate classes of the Threat Actor class are:

Threat Actor| D
Zero or nore. STRING An identifier for the threat actor.

URL
Zero or nore. URL. A URL to a reference describing the threat
actor.

Description
Zero or nore. M__STRING A description of the threat actor.
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Addi ti onal Dat a

Zero or nore. EXTENSION. A mechanism by which to extend the data

nodel .

The Threat Actor cl ass MJST have at
cl ass.

| east one instance of a child

The attributes of the Threat Actor class are:

restriction

Optional. ENUM See Section 3.3.1.

ext-restriction

Optional. STRING A neans by which

attribute. See Section 5.1.1.

3.8. Canpaign d ass

The Canpai gn cl ass describes a canpai gn

o e e e e e oo +

| Canpaign |

o e e e e e e e e e e e e m o +

| ENUM restriction | <>--{0..*
| STRING ext-restriction |<>--{0..
| | <>--{0..
| | <>--{0..
o e e e e e e e e m o +

to extend the restriction
of attacks by a threat actor.

Canpai gnl D ]
URL ]
Descri ption ]
Addi tional Dat a ]

Figure 11: The Canpai gn C ass

The aggregate cl asses of the Canpaign class are:

Canpai gnl D

Zero or nore. STRING An identifier for the canpaign.

URL

Zero or nmore. URL. A URL to a reference describing the canpaign.

Description

Zero or nore. M__STRING A description of the canpaign.

Addi ti onal Dat a

Zero or nore. EXTENSION. A mechanism by which to extend the data

nodel .

The Canpai gn class MJUST have at | east one instance of a child class.
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The attributes of the Canpaign class are:

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

3.9. Contact d ass

The Contact class describes contact infornmation for organi zati ons and
personnel involved in the incident. This class allows for the naning
of the involved party, specifying contact information for them and
identifying their role in the incident.

Peopl e and organi zations are treated interchangeably as contacts; one
can be associated with the other using the recursive definition of
the class (the Contact class is aggregated into the Contact class).
The type attribute di sanbi guates the type of contact infornation
bei ng provi ded.

The recursive definition of Contact provides a way to relate
informati on without requiring the explicit use of identifiers or
duplication of data. A conplete point of contact is derived by a
particular traversal fromthe root Contact class to the | eaf Contact
class. Each child Contact class logically inherits contact
information fromits ancestors.

o e e e e e e e e oo - o +

| Contact |

S +

| ENUMrole | <>--{0..*}--[ Contact Name ]
| STRING ext-role | <>--{0..*}--[ ContactTitle ]
| ENUM type | <>--{0..*}--[ Description ]
| STRING ext-type | <>--{0..*}--[ RegistryHandl e ]
| ENUMrestriction | <>--{0..*}--[ Postal Address ]
| STRING ext-restriction |<>--{0..*}--[ Email ]
| | <>--{0..*}--[ Tel ephone ]
| | <>--{0..1}--[ Tinmezone ]
| | <>--{0..*}--[ Contact ]
| | <>--{0..*}--[ Additional Data ]
S +

Figure 12: The Contact J ass
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The aggregate classes of the Contact class are:

Cont act Nane
Zero or nore. M._STRING The nane of the contact. The contact
may either be an organi zation or a person. The type attribute
di sanbi guates the semantics.

ContactTitle
Zero or nore. M_STRING The title for the individual nanmed in
t he Cont act Nane.

Description
Zero or nore. M._STRING A free-formtext description of the
cont act .

Regi st ryHandl e
Zero or nore. A handle nane into the registry of the contact.
See Section 3.9.1.

Post al Addr ess
Zero or nore. The postal address of the contact. See
Section 3.9. 2.

Emai |
Zero or nore. The enmail address of the contact. See
Section 3.9. 3.

Tel ephone
Zero or nore. The tel ephone nunber of the contact. See
Section 3.9.4.

Ti mezone
Zero or one. TIMEZONE. The tinezone in which the contact
resi des.

Cont act
Zero or nore. A recursive definition of the Contact class. This
definition can be used to group common data pertaining to multiple
points of contact and is especially useful when listing multiple
contacts at the sanme organization.

Addi ti onal Dat a
Zero or nore. EXTENSION. A nmechanism by which to extend the data
nodel .

At | east one of the aggregate classes MJST be present in an instance
of the Contact class.
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The attributes of the Contact class are:

rol e

Required. ENUM Indicates the role the contact fulfills. These
val ues are maintained in the "Contact-role” | ANA registry per
Section 10. 2.

1

2.

10.

11.

12.

13.

14.

15.

16.

Danyl i w

creator. The entity that generates the docunent.
reporter. The entity that reported the information

adnmin. An adm nistrative contact or business owner for an
asset or organization.

tech. An entity responsible for the day-to-day nanagenent of
techni cal issues for an asset or organi zation

provider. An external hosting provider for an asset.
user. An end-user of an asset or part of an organization

billing. An entity responsible for billing issues for an
asset or organization.

legal. An entity responsible for legal issues related to an
asset or organization.

irt. An entity responsible for handling security issues for
an asset or organization.

abuse. An entity responsible for handling abuse originating
froman asset or organi zation

cc. An entity that is to be kept informed about the events
related to an asset or organization.

cc-irt. A CSIRT or information-sharing organization
coordinating activity related to an asset or organi zation

leo. A law enforcenment organization supporting the
i nvestigation of activity affecting an asset or organization.

vendor. The vendor that produces an asset.
vendor -support. A vendor that provides services.

victim A victimin the incident.
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17. victimnotified. A victimin the incident who has been
notified.

18. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-role
Optional. STRING A neans by which to extend the role attribute.
See Section 5.1.1.

type
Required. ENUM Indicates the type of contact being descri bed.
This attribute is defined as an enunerated list. These values are
mai ntai ned in the "Contact-type" |ANA registry per Section 10. 2.

1. person. The information for this contact references an
i ndi vi dual

2. organization. The information for this contact references an
organi zati on.

3. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-type
Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.1.

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction

Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.
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3.9.1. RegistryHandle C ass

The RegistryHandl e class represents a handle into an Internet
registry or comunity-specific database.

| |
| _ |
| ENUM registry |
| STRING ext-registry
Fi gure 13: The Regi stryHandl e O ass
The content of the class is a handle into a registry of type STRI NG
The attributes of the RegistryHandl e class are:
registry
Required. ENUM The dat abase to which the handl e bel ongs. These
val ues are maintained in the "RegistryHandl e-registry” | ANA
registry per Section 10.2. The possible values are:
1. internic. Internet Network Information Center
2. apnic. Asia Pacific Network Information Center

3. arin. Anerican Registry for Internet Nunbers

4. lacnic. Latin American and Cari bbean I nternet Addresses
Regi stry

5. ripe. Reseaux |P Europeens
6. afrinic. African Network Information Center
7. local. A database local to the CSIRT
8. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.
ext-registry

Optional. STRING A neans by which to extend the registry
attribute. See Section 5.1.1.
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3.9.2. Postal Address d ass

The Post al Address cl ass specifies a postal address and associ at ed
annot ati on.

o e e e e e e e oo o +
| Postal Address |
e +
| ENUM type | <>---mmamm-- [ PAddress ]
| STRING ext-type | <>--{0..*}--[ Description ]
e e e a - +

Fi gure 14: The Postal Address C ass

The aggregate classes of the Postal Address class are:

PAddr ess
One. POSTAL. A postal address

Descri ption
Zero or nore. M_STRING A free-formtext description of the
addr ess.

The attributes of the Postal Address cl ass are:

type
Optional. ENUM Categorizes the type of address described in the
PAddress class. These values are naintained in the
"Post al Address-type" |1 ANA registry per Section 10. 2.

1. street. An address describing a physical |ocation
2. muiling. An address to which correspondence should be sent.
3. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.
ext-type

Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.1.
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3.9.3. Emil dass

The Email class specifies an email address and associ ated annotation

e e e a - +
| Email |
e e e e e +
| ENUM type | <>---------- [ Email To ]
| STRING ext-type | <>--{0..*}--[ Description ]
o m e e e e e oo +

Fi gure 15: The Email d ass
The aggregate classes of the Email class are:

Enmmi | To
One. EMAI L. An enmil address

Description
Zero or nmore. M._STRING A free-formtext description of the
ermai | address.

The attributes of the Email class are:

type
Optional. ENUM Categorizes the type of emnil address described
in the Email To class. These values are maintained in the "Email -
type" | ANA registry per Section 10.2.

1. direct. An emnil address of an individual

2. hotline. An enumil address regularly nonitored for operationa
pur poses.

3. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext -type

Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.1.
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3.9.4. Tel ephone d ass

The Tel ephone cl ass describes a tel ephone nunber and associ ated
annot at i on.

o e e e e e e e oo o +
| Tel ephone |
N +
| ENUM type [ <>-------n--- [ Tel ephoneNunber ]
| STRING ext-type | <>--{0..*}--[ Description ]
e e e a - +

Fi gure 16: The Tel ephone d ass
The aggregate classes of the Tel ephone class are:

Tel ephoneNunber
One. PHONE. A tel ephone nunber.

Descri ption
Zero or nore. M_STRING A free-formtext description of the
phone number.

The attributes of the Tel ephone class are:

type
Optional. ENUM Categorizes the type of tel ephone nunber
described in the Tel ephoneNunber class. These values are
mai ntai ned in the "Tel ephone-type” | ANA registry per Section 10. 2.

1. wired. A nunber of a wire-line (land-1ine) phone.
2. nobile. A nunber of a nobile phone.
3. fax. A nunber to a fax machi ne.

4. hotline. A nunmber to a regularly nonitored operationa
hot i ne.

5. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-type

Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.1.
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3.10. Discovery d ass

The Di scovery class describes how an incident was detected.

o e e e e e e e e e e e e m o +
| Discovery |

e +

| ENUM source | <>--{0..*}--[ Description ]
| STRI NG ext-source | <>--{0..*}--[ Contact

| ENUM restriction | <>--{0..*}--[ DetectionPattern ]
| STRING ext-restriction

o e e e e e e e e oo - o +

Figure 17: The Di scovery C ass
The aggregate classes of the Discovery class are:

Description
Zero or nore. M._STRING A free-formtext description of how
this incident was detected.

Cont act
Zero or nore. Contact information for the party that discovered
the incident. See Section 3.9.

Det ecti onPattern
Zero or nore. Describes an application-specific configuration
that detected the incident. See Section 3.10.1.

The attributes of the D scovery class are:

sour ce
Optional. ENUM Categorizes the techniques used to discover the
incident. These values are partially derived from Table 3-1 of
[ Nl ST800. 61rev2]. These values are maintained in the "D scovery-
source" | ANA registry per Section 10. 2.

1. ni dps. Network Intrusion Detection or Prevention System
2. hi ps. Host-based Intrusion Prevention System

3. siem Security Information and Event Managenent System
4, av. Antivirus or antispam software

5. third-party-monitoring. Contracted third-party nonitoring
servi ce.
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18.

19.

20.
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incident. The activity was di scovered while investigating an

unrel ated incident.

os-1o0g. Operating system| ogs.
application-log. Application |ogs.
device-10g. Network device | ogs.
networ k-flow. Network flow anal ysis.

passi ve-dns. Passive DNS anal ysis.

i nvestigation. Manual investigation initiated based on

notification of a new vulnerability or exploit.

audit. Security audit.

internal -notification. A party within the organization

reported the activity.

external -notification. A party outside of the organization

reported the activity.

leo. A law enforcenent organi zation notified the victim

organi zati on.

partner. A customer or business partner reported the

activity to the victimorgani zation.

actor. The threat actor directly or indirectly reported this

activity to the victimorgani zation.

unknown. Unknown detection approach

ext-value. A value used to indicate that this attribute is
extended and the actual value is provided using the
corresponding ext-* attribute. See Section 5.1.1.

ext -source

Opt i onal .

attribute. See Section 5.1.1.

restriction
Optional. ENUM  See Section 3.3.1.
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ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

3.10. 1. Det ecti onPattern C ass

The DetectionPattern class describes a configuration or signature
that can be used by an Intrusion Detection System (IDS) / Intrusion
Prevention System (IPS), SIEM antivirus, endpoint protection,
networ k anal ysis, malware analysis, or host forensics tool to
identify a particular phenonenon. This class requires the
identification of the target application and allows the configuration
to be described in either free formor machine-readable form

o e e e e e oo +

| DetectionPattern |

o e e e e e e e e e e e e m o +

| ENUM restriction [ <>----n---- [ Application ]
| STRING ext-restriction |<>-{0..*}--[ Description

| 1D observable-id | <>--{0..*}--[ DetectionConfiguration ]
o e e e e e oo +

Figure 18: The DetectionPattern C ass
The aggregate classes of the DetectionPattern class are:

Appli cation
One. SOFTWARE. The application for which the
Det ecti onConfi guration or Description is being provided.

Description
Zero or nore. M_STRING A free-formtext description of howto
use the information provided in the Application or
Det ecti onConfi gurati on cl asses.

Det ecti onConfi guration
Zero or nore. STRING A nachine-consunabl e configuration to find
a pattern of activity.

An instance of either the Description or DetectionConfiguration class
MUST be present.

The attributes of the DetectionPattern class are:

restriction
Optional. ENUM See Section 3.3.1.
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ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observabl e-id
Optional. [ID  See Section 3.3.2.

3.11. Method C ass

The Met hod cl ass describes the tactics, techniques, procedures, or
weakness used by the threat actor in an incident. This class
consists of both a list of references describing the attack nethods
and weaknesses and a free-formtext description.

e e +
| Method |

o e e e e e e e e e e e e m o +

| ENUM restriction | <>--{0..*}--[ Reference ]
| STRING ext-restriction |<>-{0..*}--[ Description |
| | <>--{0..*}--[ sci:AttackPattern ]
| | <>--{0..*}--[ sci:Vulnerability ]
| | <>--{0..*}--[ sci:Wakness ]
| | <>--{0..*}--[ Additional Data |

Fi gure 19: The Method O ass
The aggregate classes of the Method cl ass are:

Ref erence
Zero or nore. A reference to a vulnerability, nalware sanple,
advi sory, or analysis of an attack technique. See Section 3.11.1.

Description
Zero or nore. M_STRING A free-formtext description of
techni ques, tactics, or procedures used by the threat actor.

sci: AttackPattern
Zero or nore. A reference to a pattern of attack or exploitation
per [ RFC7203].

sci:Vulnerability
Zero or nore. A reference to a vulnerability per [RFC7203].

sci : Weakness

Zero or nore. A reference to the exploited weakness per
[ RFC7203] .
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Addi ti onal Dat a
Zero or nore. EXTENSION. A mechanism by which to extend the data
nodel .

An instance of one of these children MJIST be present.
The attributes of the Method class are:

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

3.11. 1. Ref erence C ass
The Reference class is an external reference to relevant infornation

such as a vulnerability, IDS alert, nmalware sanple, advisory, or
attack techni que.

Fom e e e e e e e e e mea oo +
| Reference |
o e e e e e e e e oo +
| I'D observable-id | <>--{0..1}--[ enum ReferenceNane ]
| | <>--{0..*}--[ URL |
| | <>--{0..*}--[ Description ]
Fom e e e e e e e e e mea oo +

Fi gure 20: The Reference d ass
The aggregate classes of the Reference class are:

enum Ref er enceNane
Zero or one. Reference identifier per [RFC7495].

URL
Zero or nore. URL. A URL to a reference.

Description
Zero or nore. M_STRING A free-formtext description of this
ref erence.

At | east one of these classes MJIST be present.
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The attribute of the Reference class is:

observable-id
Optional. [ID  See Section 3.3.2.

3.12. Assessnent d ass

The Assessnent cl ass descri bes the repercussions of the incident to
the victim

o e e e e e e e e +

| Assessnent |

o e e e e e e e oo +

| ENUM occurrence | <>--{0..*}--[ IncidentCategory ]
| ENUM restriction | <>--{0..*}--[ System npact ]
| STRING ext-restriction |<>--{0..*}--[ Businesslnpact ]
| I'D observable-id | <>--{0..*}--[ Tinelnpact ]
| | <>--{0..*}--[ Monetaryl npact ]
| | <>--{0..*}--[ |ntendedl npact |
| | <>--{0..*}--[ Counter ]
| | <>--{0..*}--[ MtigatingFactor ]
| | <>--{0..*}--[ Cause ]
| | <>--{0..1}--[ Confidence ]
| | <>--{0..*}--[ Additional Data ]
o e e e e e e e oo +

Fi gure 21: The Assessment J ass
The aggregate classes of the Assessnent class are:

I nci dent Cat egory
Zero or nmore. M_STRING A free-formtext description
categori zing the type of incident.

Syst eml npact
Zero or nore. A technical characterization of the inpact of the
incident activity on the victims enterprise. See Section 3.12.1.

Busi nessl npact
Zero or nore. Inpact of the incident activity on the business
functions of the victimorganization. See Section 3.12.2.

Ti el npact
Zero or nore. A characterization of the victimorganization due
to the incident activity as a function of time. See
Section 3.12. 3.
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Monet ar yl npact
Zero or nore. The financial loss due to the incident activity.
See Section 3.12.4.

I nt endedI npact
Zero or nore. The intended outcone to the victimsought by the
threat actor. Defined identically to the Businesslnpact defined
in Section 3.12.2 but describes intent rather than the realized

i mpact .

Count er
Zero or nore. A counter with which to sunmarize the magni tude of
the activity. See Section 3.18. 3.

M ti gati ngFact or
Zero or nore. M_STRING A description of a mtigating factor
relative to the inpact on the victimorgani zation

Cause
Zero or nore. M__STRING A description of an underlying cause of
t he i npact.

Confi dence
Zero or one. An estimate of confidence in the inpact assessnent.
See Section 3.12.5.

Addi ti onal Dat a
Zero or nore. EXTENSION. A mechanism by which to extend the data
nodel .
At | east one instance of the possible five inpact classes (i.e.
Syst em npact, Businesslnpact, Tinelnpact, Monetaryl npact, or
I nt endedl npact) MJST be present.
The attributes of the Assessnment cl ass are:
occurrence
Optional. ENUM  Specifies whether the assessnent is describing
actual or potential outcones.
1. actual. This assessnent describes activity that has occurred.

2. potential. This assessnent describes potential activity that
m ght occur.

restriction
Optional. ENUM  See Section 3.3.1.

Danyl i w St andards Track [ Page 44]



RFC 7970 | ODEF Version 2 Novenmber 2016

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observabl e-id
Optional. [ID  See Section 3.3.2.

3.12.1. System npact d ass

The System npact cl ass describes the technical inpact of the incident
to the systenms on the network.

e memeeiaieaiiiaaeaaas +
| System npact |
T +
| ENUM severity | <>--{0..*}--[ Description ]
| ENUM conpl etion |
| ENUM type |
| STRING ext-type |
T +

Fi gure 22: The System npact d ass
The aggregate class of the Systenl npact class is:
Descri ption
Zero or nore. M_STRING A free-formtext description of the
i mpact to the system
The attributes of the Systenl npact class are:
severity
Optional. ENUM An estimate of the relative severity of the
activity. The permitted values are shown below. There is no
def aul t val ue.
1. low Low severity
2. nmedium Medium severity

3. high. High severity
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conpl etion
Optional. ENUM  An indication whether the described activity was
successful. The pernitted val ues are shown below. There is no
defaul t val ue.

1. failed. The attenpted activity was not successful

2. succeeded. The attenpted activity succeeded.

type
Required. ENUM Cassifies the inpact. The pernmtted values are
shown below. The default value is "unknown". These val ues are

mai ntained in the "System npact-type" | ANA registry per
Section 10. 2.

1. t akeover-account. Control was taken of a given account.

2. t akeover-service. Control was taken of a given service.

3. t akeover-system Control was taken of a given system

4. cps-mani pul ation. A cyber-physical systemwas mani pul at ed.

5. cps-damage. A cyber-physical system was danaged.

6. availability-data. Access to particular data was degraded or
deni ed.

7. avail ability-account. Access to an account was degraded or
deni ed.

8. avai l ability-service. Access to a service was degraded or
deni ed.

9. avail ability-system Access to a system was degraded or
deni ed.

10. danmged-system Hardware on a systemwas irreparably
damaged

11. danmged-data. Data on a system was del et ed.

12. breach-proprietary. Sensitive or proprietary informtion was
accessed or exfiltrated.

13. breach-privacy. Personally identifiable informtion was
accessed or exfiltrated.
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14. breach-credential. Credential information was accessed or
exfiltrated.

15. breach-configuration. System configuration or data inventory
was access or exfiltrated.

16. integrity-data. Data on the systemwas nodifi ed.

17. integrity-configuration. Application or systemconfiguration
was nodi fi ed.

18. integrity-hardware. Firmnvare of a hardware conponent was
nodi fi ed.

19. traffic-redirection. Network traffic on the system was
redirected

20. nonitoring-traffic. Network traffic energing froma host or
encl ave was nonitored.

21. nonitoring-host. Systemactivity (e.g., running processes,
keystrokes) were nonitored.

22. policy. Activity violated the system owner’s acceptable use
policy.

23. unknown. The inpact is unknown.

24. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-type

Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.1.
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3.12.2. Businesslnpact dass

The Busi nessl npact cl ass describes and characterizes the degree to
whi ch the function of the organi zati on was i npacted by the incident.

o e e e e e e e e oo +
| Busi nessl npact |
o e e eeeeeeieeaaaaan +
| ENUM severity | <>--{0..*}--[ Description ]
| STRING ext-severity |
| ENUM type |
| STRING ext-type |
S +

Fi gure 23: The Busi nesslnpact J ass
The aggregate class of the Businesslnpact class is:

Description
Zero or nmore. M._STRING A free-formtext description of the
i mpact to the organization

The attributes of the Businesslnpact class are:

severity
Optional. ENUM Characterizes the severity of the incident on
busi ness functions. The pernitted values are shown bel ow. They
were derived from Table 3-2 of [N ST800.61rev2]. The default
val ue is "unknown". These values are maintained in the
"Busi nessl npact-severity" | ANA registry per Section 10. 2.

1. none. No effect to the organization’s ability to provide al
services to all users

2. low. Mnimal effect as the organization can still provide al
critical services to all users but has lost efficiency.

3. nedium The organization has lost the ability to provide a
critical service to a subset of system users

4. high. The organization is no |onger able to provide some
critical services to any users.

5. unknown. The inpact is not known.
6. ext-value. A value used to indicate that this attribute is

ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.
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ext-severity
Optional. STRING A neans by which to extend the severity
attribute. See Section 5.1.1.

type

Required. ENUM Characterizes the effect this incident had on
the business. The pernitted val ues are shown below. The default
val ue is "unknown". These values are maintained in the

"Busi nessl mpact-type" | ANA regi stry per Section 10. 2.

1

10.

11.

12.

13.

14.

Danyl i w

breach-proprietary. Sensitive or proprietary informtion was
accessed or exfiltrated.

breach-privacy. Personally identifiable information was
accessed or exfiltrated.

breach-credential. Credential information was accessed or
exfiltrated.

| oss-of-integrity. Sensitive or proprietary information was
changed or del et ed.

| oss-of -service. Service delivery was disrupted.
theft-financial. Money was stolen
theft-service. Services were nisappropriated.

degraded-reputation. The reputation of the organization’s
brand was di nmi ni shed.

asset - damage. A cyber-physical system was damaged.
asset - mani pul ati on. A cyber-physi cal system was mani pul at ed.
legal. The incident resulted in | egal or regulatory action

extortion. The incident resulted in actors extorting the
vi cti m organi zati on

unknown. The inpact i s unknown.
ext-value. A value used to indicate that this attribute is

extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.
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ext-type
Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.1.

3.12.3. Tinelnpact C ass

The Ti nel npact cl ass descri bes the inpact of the incident on an
organi zation as a function of tine. It provides a way to convey down
time and recovery tine.

| |
| |
| ENUM severity |
| ENUM netric |
| STRING ext-metric

| ENUM duration |
| STRI NG ext-duration

Fi gure 24: The Tinel npact C ass
The content of the class is of type REAL and specifies an anount of
time. The duration attribute provides units for this content, and
the metric attribute explains what this content is neasuring.
The attributes of the Tinelnpact class are:
severity
Optional. ENUM An estimate of the relative severity of the
activity. The pernmitted values are shown below. There is no
defaul t val ue.
1. low Low severity
2. nedium Medium severity
3. high. High severity
metric
Required. ENUM Defines the neaning of the value in the el enent
content. These values are naintained in the "Tinelnpact-netric"

| ANA registry per Section 10. 2.

1. labor. Total staff time to recovery fromthe activity (e.qg.
2 enpl oyees working 4 hours each would be 8 hours).
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el apsed. Elapsed tine fromthe beginning of the recovery to
its conpletion (i.e., wall-clock tine).

downtine. Duration of tinme for which sone provided service(s)
was not avail abl e.

ext-value. A value used to indicate that this attribute is
extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-metric
Optional. STRING A neans by which to extend the netric
attribute. See Section 5.1.1.

duration
Optional. ENUM Defines the unit of tine for the value in the
el enment content. The default value is "hour". These values are

mai ntai ned in the "Timel npact-duration” | ANA registry per
Section 10. 2.

1

2.

second. The unit of the elenment content is seconds.

m nute. The unit of the elenent content is mnutes.

hour. The unit of the element content is hours.

day. The unit of the elenment content is days.

month. The unit of the elenent content is nonths.

quarter. The unit of the elenment content is quarters.

year. The unit of the element content is years.

ext-value. A value used to indicate that this attribute is

ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-duration
Optional. STRING A neans by which to extend the duration
attribute. See Section 5.1.1.
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3.12. 4. Mbnetaryl npact d ass

The Monet aryl npact cl ass describes the financial inpact of the
activity on an organi zation. For exanple, this inpact may consider

| osses due to the cost of the investigation or recovery, dim nished
productivity of the staff, or a tarnished reputation that will affect
future opportunities.

ENUM severity
STRI NG currency
Fi gure 25: The Mbonetaryl npact C ass

The content of the class is of type REAL and specifies a quantity of
nmoney. The currency attribute defines the currency of this val ue.

The attributes of the Mpnetaryl npact class are:

severity
Optional. ENUM An estimate of the relative severity of the
activity. The pernmitted values are shown below. There is no
defaul t val ue.
1. low Low severity
2. nedium Medium severity
3. high. High severity

currency
Optional. STRING Defines the currency in which the value in the
el ement content is expressed. The pernmitted values are defined in

"Codes for the representation of currencies" [ISQ4217]. There is
no default val ue.
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3.12.5. Confidence C ass

The Confidence class represents an estimate of the validity and
accuracy of data expressed in the docunent. This estimate can be
expressed as a category or a numeric cal cul ation

e e e e +
| Confidence |
ook +
| REAL |
| |
| ENUM rating |
| STRING ext-rating

e e e e ek +

Fi gure 26: The Confidence C ass
The content of the class is of type REAL and specifies a nunerica
assessnent in the confidence of the data when the value of the rating
attribute is "numeric". Oherwise, this element MJST be enpty.
The attributes of the Confidence class are:
rating

Required. ENUM A qualitative assessnent of confidence. These

val ues are maintained in the "Confidence-rating" | ANA registry per

Section 10.2

1. low Low confidence

2. medium Medium confidence

3. high. High confidence

4. nuneric. The elenent content contains a nunber that conveys
the confidence of the data. The semantics of this nunber is
out side the scope of this specification

5. unknown. The confidence rating value is not known.

6. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-rating

Optional. STRING A neans by which to extend the rating
attribute. See Section 5.1.1.

Danyl i w St andards Track [ Page 53]



RFC 7970 | ODEF Version 2 Novenmber 2016

3.13. History Cass

The History class is a log of the significant events or actions
performed by the involved parties during the course of handling the
i nci dent.

The | evel of detail maintained in this log is left up to the
di scretion of those handling the incident.

o e e e e e e e e m o +

| History |

o e e e e e e e e oo - o +

| ENUMrestriction | <>--{1..*}--[ Historyltem]
| STRING ext-restriction

o e e e e e oo +

Figure 27: The History d ass
The aggregate classes of the History class are:

H storyltem
One or nore. An entry in the history log of significant events or
actions perforned by the involved parties. See Section 3.13.1.

The attributes of the History class are:

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

3.13.1. Historyltem d ass

The Historyltemclass is an entry in the History (Section 3.13) |og
that docunments a particular action or event that occurred in the
course of handling the incident. The details of the entry are a
free-formtext description, but each can be categorized with the type
attribute
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o e e e e e e e oo +
| Historyltem

o +

| ENUM acti on | <>---------- [ DateTine ]
| STRING ext-action | <>--{0..1}--[ IncidentID ]
| ENUM restriction | <>--{0..1}--[ Contact ]
| STRING ext-restriction |<>-{0..*}--[ Description |
| 1D observable-id | <>--{0..*}--[ DefinedCOA ]
| | <>--{0..*}--[ Additional Data ]
Fom e e e e e e e e e mea oo +

Fi gure 28: The Historyltem C ass

The aggregate classes of the Hi storyltemclass are:

Dat eTi e
One. DATETIME. A tinmestanp of this entry in the history |og.
I nci dent| D
Zero or one. In a history log created by multiple parties, the

I ncident| D provides a nmechanismto specify which CSIRT created a
particular entry and references this organization’s tracking
nunber. \When a single organization is maintaining the log, this
class can be ignored. See Section 3.4.

Cont act
Zero or one. Provides contact information for the entity that
performed the action docunented in this class. See Section 3.9.

Description
Zero or nore. M._STRING A free-formtext description of the
action or event.

Def i nedCOA
Zero or nore. STRING An identifier neaningful to the sender and
reci pient of this docunent that references a course of action
(COA). This class MJUST be present if the action attribute is set
to "defined-coa"

Addi ti onal Dat a

Zero or nore. EXTENSION. A nmechanism by which to extend the data
nodel
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The attributes of the Historyltemclass are:

action
Required. ENUM Cdassifies a perfornmed action or occurrence
docunented in this history log entry. As activity will likely

have been instigated either through a previously conveyed
expectation or through an internal investigation, this attribute
is identical to the action attribute of the Expectation class.
The difference is only one of tense. Wen an action is in this
class, it has been conpleted. See Section 3.15.

ext-action
Optional. STRING A neans by which to extend the action
attribute. See Section 5.1.1.

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observabl e-id
Optional. [ID  See Section 3.3.2.
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3. 14.

The EventData class is a container
events that occurred during an inc

Event Data d ass

ENUM restriction
STRI NG ext-restriction
| D observabl e-id

Fi gure

| ODEF Version 2

cl ass
dent.
+
|
+
| <>--{0..*}--[
| <>--{0..1}--[
| <>--{0..1}--[
| <>--{0..1}--[
| <>--{0..1}--[
| <>--{0..1}--[
| <>--{0..*}--[
| <>--{0..*}--
| <>--{0..1}--[
| <>--{0..*}--[
| <>--{0..*}--[
| <>--{0..*}--[
[ <>--{0..1}--[
| <>--{0..*}--]
| <>--{0..*}--]
+
29: The

Novenmber 2016

to organi ze data about

Descri ption
Det ect Ti ne
StartTi ne
EndTi ne
RecoveryTi ne
Report Ti ne
Cont act

Di scovery
Assessnent
Met hod

FI ow
Expect ati on
Record
Event Dat a

Addi ti onal Dat a

Event Data d ass

The aggregate classes of the EventData class are:

Description
Zero or nore.
event.

Det ect Ti ne
Zero or one.

StartTi ne
Zero or one.

EndTi ne
Zero or one.

RecoveryTi ne
Zero or one.
event.

Report Ti ne
Zero or one.

Danyl i w

]
]
]
]
]
]
]
]
]
]
]
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M._STRING A free-formtext description of the

DATETI ME

DATETI ME
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DATETI ME

DATETI ME

The

The tinme

The tine

The tinme

The tinme
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Cont act
Zero or nore. Contact information for the parties involved in the
event. See Section 3.9.

Di scovery
Zero or nore. The neans by which the event was detected. See
Section 3. 10.

Assessnent
Zero or one. The inpact of the event on the victimand the
actions taken. See Section 3.12.

Met hod
Zero or nore. The technique used by the threat actor in the
event. See Section 3.11

Fl ow
Zero or nore. A description of the systens or networks invol ved.
See Section 3. 16.

Expect ati on
Zero or nore. The expected action to be perfornmed by the
reci pient for the described event. See Section 3.15.

Record
Zero or one. Supportive data (e.g., log files) that provides
additional information about the event. See Section 3.22.

Event Dat a
Zero or nore. A recursive definition of the EventData class. See
Section 3.14.2 for an explanation on using this class.

Addi ti onal Dat a
Zero or nore. EXTENSION. An extension nechani smfor data not
explicitly represented in the data nodel.

At | east one of the aggregate classes MJST be present in an instance
of the EventData cl ass.

The attributes of the EventData cl ass are:

restriction
Optional. ENUM See Section 3.3.1. The default value is
"defaul t".

ext-restriction

Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.
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observabl e-id
Optional. ID  See Section 3.3.2.

3.14.1. Relating the Incident and EventData C asses

There is substantial overlap in the child classes aggregated in the
I nci dent and EventData classes. Neverthel ess, the semantics of these
classes are quite different. The Incident class provides summary

i nformation about the entire incident, while the EventData cl ass
provi des information about the individual events conprising the
incident. |In the conmn case, the EventData class will provide nore
specific information for the general description provided in the

I nci dent class. However, in the case where the sumari zed
information in the Incident class conflicts with the detailed
information in an EventData cl ass, the nore specific EventData cl ass
MUST supersede the nore generic information provided in the Incident
cl ass.

3.14.2. Recursive Definition of EventData

The EventData class is a container for the properties of an event in
an incident. These properties include: the hosts involved, inpact of
the incident activity on the hosts, forensic |logs, etc. The
recursive definition of EventData allows for the grouping of related
i nformati on with common properties. This approach elimnates the
need for explicit identifiers to relate information or duplicate it.
Instead, the relative depth (nesting) of a class is used to group
(relate) information.

For exanple, consider a case where two hosts experience different

i mpacts during an incident. However, these two hosts have common
contact information. A depiction of how this situation would be
represented can be found in Figure 30. EventData (2) and (3) group
each of the two hosts with their unique inpact. EventData (1)
descri bes the common Contact class these two hosts share.
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Fommmmeeiiieaaana +
| EventData (1) |

T +

| | <>----[ Contact ]

| |

| | <>----[ EventData (2) ]<>---[ Flow ]
| | [ ]<>----[ Assessnent ]
| |

| | <>----[ EventData (3) ]<>---[ Flow ]
| | [ ]<>----] Assessnent ]
Fom e e e e e o +

Fi gure 30: Recursion in the EventData Cd ass
3.15. Expectation C ass

The Expectation class conveys to the recipient of the | ODEF docunent
the actions the sender is requesting.

o e e e e e aa oo +

| Expectation |

Fom e e e e e e e e e mea oo +

| ENUM acti on | <>--{0..*}--[ Description ]
| STRING ext-action | <>--{0..*}--[ DefinedCOA ]
| ENUM severity | <>--{0..1}--[ StartTime |
| ENUM restriction | <>--{0..1}--[ EndTine ]
| STRING ext-restriction |<>-{0..1}--[ Contact ]
|

| D observabl e-id |

Fi gure 31: The Expectation C ass
The aggregate cl asses of the Expectation class are:

Descri ption
Zero or nore. M__STRING A free-formtext description of the
desired action(s).

Def i nedCOA
Zero or nore. STRING A unique identifier meaningful to the
sender and recipient of this docunent that references a course of
action. This class MIST be present if the action attribute is set
to "defined-coa".
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StartTinme
Zero or one. DATETIME. The tine at which the sender would |ike
the action performed. A tinestanp that is earlier than the
ReportTine specified in the Incident class denotes that the sender
woul d I'i ke the action perforned as soon as possible. The absence
of this elenent indicates no expectations of when the recipient
woul d |i ke the action perforned.

EndTi me
Zero or one. DATETIME. The time by which the sender expects the
recipient to conplete the action. |If the recipient cannot

conplete the action before EndTine, the recipient MIST NOT carry
out the action. Because of transit delays and clock drift, the
sender MUST be prepared for the recipient to have carried out the
action, even if it conpletes past EndTi ne.

Cont act
Zero or one. The entity expected to performthe action. See
Section 3.9.

The attributes of the Expectation class are:

action
Optional. ENUM Cassifies the type of action requested. The
default value of "other". These values are maintained in the

"Expectation-action" | ANA registry per Section 10. 2.

1. nothing. No action is requested. Do nothing with the
i nformation.

2. contact-source-site. Contact the site(s) identified as the
source of the activity.

3. contact-target-site. Contact the site(s) identified as the
target of the activity.

4, contact-sender. Contact the originator of the docunent.
5. investigate. |Investigate the systen(s) listed in the event.
6. bl ock-host. Block traffic fromthe nachine(s) listed as

sources in the event.

7. bl ock-network. Block traffic fromthe network(s) lists as
sources in the event.

8. bl ock-port. Block the port listed as sources in the event.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22,

23.

24,
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rate-limt-host. Rate-linmt the traffic fromthe nachine(s)
listed as sources in the event.

rate-limt-network. Rate-limt the traffic fromthe
network(s) lists as sources in the event.

rate-limt-port. Rate-limt the port(s) listed as sources in
t he event.

redirect-traffic. Redirect traffic fromthe intended
reci pient for further analysis.

honeypot. Redirect traffic fromsystens listed in the event
to a honeypot for further analysis.

upgr ade-software. Upgrade or patch the software or firmare
on an asset listed in the event.

rebuild-asset. Reinstall the operating system or
applications on an asset listed in the event.

har den-asset. Change the configuration of an asset listed in
the event to reduce the attack surface.

renedi ate-other. Renediate the activity in a way other than
by rate-limting or blocking.

status-triage. Confirmreceipt and begin triaging the
i nci dent.

status-newinfo. Notify the sender when new information is
received for this incident.

wat ch-and-report. Watch for the described activity or
indicators, and notify the sender when seen

training. Train user to identify or mtigate the described
t hreat.

defined-coa. Performa predefined course of action (CQOA).
The COA is naned in the DefinedCCOA cl ass.

other. Performa custom action described in the Description
cl ass.

ext-value. A value used to indicate that this attribute is

ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.
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ext-action
Optional. STRING A neans by which to extend the action
attribute. See Section 5.1.1.

severity
Optional. ENUM Indicates the desired priority of the action
This attribute is an enunerated list with no default value, and
the semantics of these relative measures are context dependent.
1. low Lowpriority
2. nedium Mediumpriority
3. high. Highpriority

restriction
Optional. ENUM See Section 3.3.1. The default value is
"defaul t".

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observabl e-id
Optional. ID  See Section 3.3.2.

3.16. Flow d ass

The Fl ow cl ass describes the systens and networks involved in the
i ncident and the relationshi ps between t hem

dommemeeaeaaea +
| Flow |
B S +
| | <>--{1..*}--[ System ]
S +

Fi gure 32: The Flow d ass
The aggregate class of the Flow class is:
System
One or More. A host or network involved in an event. See
Section 3.17.

The Fl ow cl ass has no attri butes.
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3.17. System d ass

The System cl ass describes a systemor network involved in an event.

STRI NG ext-restriction |
| D observabl e-id |

o e e e e e e e e e e e e m o +

| System |

o e e e e e e e i e oo +

| ENUM cat egory S [ Node ]
| STRI NG ext-category | <>--{0..*}--[ NodeRol e ]
| STRING interface | <>--{0..*}--[ Service ]
| ENUM spoof ed | <>--{0..*}--[ OperatingSystem ]
| ENUM virtual | <>--{0..*}--[ Counter ]
| ENUM owner shi p | <>--{0..*}--[ AssetlD |
| STRI NG ext-ownership | <>--{0..*}--[ Description ]
| ENUM restriction | <>--{0..*}--[ Additional Data ]
|

|

Fi gure 33: The System d ass
The aggregate classes of the Systemcl ass are:

Node
One. A host or network involved in the incident. See
Section 3. 18.

NodeRol e
Zero or nore. The intended purpose of the system See
Section 3.18.2.

Service
Zero or nore. A network service running on the system See
Section 3.20.

Oper ati ngSyst em
Zero or nore. SOFTWARE. The operating systemrunning on the
system

Count er
Zero or nore. A counter with which to sunmarize properties of
this host or network. See Section 3.18. 3.

Asset | D
Zero or nore. STRING An asset identifier for the System

Danyl i w St andards Track [ Page 64]



RFC 7970 | ODEF Version 2 Novenmber 2016

Description
Zero or nore. M_STRING A free-formtext description of the
System

Addi ti onal Dat a
Zero or nore. EXTENSION. A nmechanism by which to extend the data
nodel .

The attributes of the Systemclass are:

cat egory
Optional. ENUM Cassifies the role the host or network played
in the incident. These values are maintained in the "System
category" | ANA registry per Section 10. 2.
1. source. The Systemwas the source of the event.
2. target. The Systemwas the target of the event.
3. intermediate. The Systemwas an internediary in the event.

4. sensor. The Systemwas a sensor nonitoring the event.

5. infrastructure. The Systemwas an infrastructure node of the
| ODEF docunent exchange

6. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - cat egory
Optional. STRING A neans by which to extend the category
attribute. See Section 5.1.1.

interface
Optional. STRING Specifies the interface on which the event(s)
on this Systemoriginated. |If the Node class specifies a network

rather than a host, this attribute has no neaning.

spoof ed
Optional. ENUM  An indication of confidence in whether this
Systemwas the true target or attacking host. The pernitted
values for this attribute are shown below. The default value is
"unknown" .

1. unknown. The accuracy of the category attribute value is
unknown.
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yes. The category attribute value is likely incorrect. In
the case of a source, the Systemis likely a decoy; with a
target, the Systemwas likely not the intended victim

no. The category attribute value is believed to be correct.

Optional. ENUM Indicates whether this Systemis a virtual or
physi cal device. The default value is "unknown".

1. vyes. The Systemis a virtual device.

2. no. The Systemis a physical device.

3. unknown. It is not known if the Systemis virtual
owner shi p

Optional. ENUM Describes the ownership of this Systemrelative
to the victimin the incident. These values are naintained in the
"Syst em owner shi p" | ANA registry per Section 10. 2.

1

2.

organi zation. Corporate or enterprise owned.

personal. Personally owned by an enployee or affiliate of the
corporation or enterprise.

partner. Owned by a partner of the corporation or enterprise.

customer. Oaned by a custoner of the corporation or
enterprise.

no-rel ati onship. Owed by an entity that has no known
relationship with the victimorganization.

unknown. Oanership i s unknown.
ext-value. A value used to indicate that this attribute is

extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - owner ship
Optional. STRING A neans by which to extend the ownership
attribute. See Section 5.1.1.

restriction
Optional. ENUM See Section 3.3.1.
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ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observabl e-id
Optional. [ID  See Section 3.3.2.

3.18. Node d ass

The Node class identifies a system asset, or network and its

| ocati on.

R +

| Node |

S +

| | <>--{0..*}--[ Dormi nDat a ]
| | <>--{0..*}--[ Address ]
| | <>--{0..1}--[ Postal Address ]
| | <>--{0..*}--[ Location |
| | <>--{0..*}--[ Counter ]
S +

Fi gure 34: The Node d ass

The aggregate classes of the Node class are:

Domai nDat a
Zero or nore. The dormain (DNS) information associated with this
node. If an Address is not provided, at |east one Domai nData MJST

be specified. See Section 3.19.

Addr ess
Zero or nore. The hardware, network, or application address of
the node. |If a DomainData is not provided, at |east one Address

MUST be specified. See Section 3.18.1.

Post al Addr ess
Zero or one. POSTAL. The postal address of the node

Locati on
Zero or nore. M_STRING A free-formtext description of the
physical location of the node. This description may provide a
nore detailed description of where at the address specified by the
Post al Address class this node is found (e.g., room nunber, rack
number, or slot number in a chassis).
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Count er
Zero or nore. A counter with which to sunmarize properties of
this host or network. See Section 3.18.3.

The Node class has no attri butes.
3.18.1. Address C ass

The Address cl ass represents a hardware (Layer 2), network (Layer 3),
or application (Layer 7) address.

|
|
| ENUM cat egory

| STRI NG ext-category
| STRI NG vl an- nane

| I NTEGER vl an- num

| 1D observable-id

Fi gure 35: The Address d ass

The content of the class is an address of type STRI NG whose semantics
are determ ned by the category attribute.

The attributes of the Address class are:

cat egory
Required. ENUM The type of address represented. The default
value is "ipv6-addr". These values are maintained in the

" Addr ess-category" | ANA regi stry per Section 10. 2.

1. asn. Autononobus System Nunber.

2. atm Asynchronous Transfer Mdde (ATM address.
3. e-mail. Email address, per the EMAIL data type.

4, i pv4-addr. |Pv4 host address in dotted-decinal notation
(i.e., a.b.c.d).

5. i pv4d-net. | Pv4 network address in dotted-decimal notation
slash, significant bits (i.e., a.b.c.d/nn).
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6. i pv4-net -masked. A sanitized | Pv4 address with significant
bits per "ipv4-net" but with the character 'x’ replacing any
digit(s) in the address or prefix.

7. i pv4-net-mask. | Pv4 network address in dotted-deci ma

notation, slash, network nmask in dotted-decimal notation
(i.e., a.b.c.d/wx.y.2z).

8. i pv6-addr. |Pv6 host address per Section 4 of [RFC5952].

9. i pv6-net. |Pv6 network address, slash, prefix per
Section 2.3 of [RFC4291].

10. ipv6-net-masked. A sanitized |Pv6 address and prefix per
"i pv6-net" but with the character 'x' replacing any
hexadecimal digit(s) in the address or digit(s) in the
prefix.

11. nmac. Media Access Control (MAC) address (i.e.
aa: bb:cc:dd: ee: ff).

12. site-uri. A URL or URI for a resource, per the URL data
type.

13. ext-value. A value used to indicate that this attribute is
extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - cat egory
Optional. STRING A neans by which to extend the category
attribute. See Section 5.1.1.

vl an- nane
Optional. STRING The name of the Virtual LAN to which the
addr ess bel ongs.

vl an- num
Optional. |INTEGER. The nunber of the Virtual LAN to which the
address bel ongs.

observabl e-id
Optional. [ID  See Section 3.3.2.

3.18.2. NodeRole d ass

The NodeRol e cl ass describes the function perfornmed by or role of a
particul ar system asset, or network.
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e memeeiaieaiiiaaeaaas +
| NodeRol e |
T +
| ENUM cat egory | <>--{0..*}--[ Description ]
| STRI NG ext-category |
o e e e e e e oo +

Fi gure 36: The NodeRol e d ass
The aggregate class of the NodeRole class is:

Description
Zero or nore. M._STRING A free-formtext description of the
role of the system

The attributes of the NodeRol e cl ass are:

cat egory
Required. ENUM Function or role of a node. These values are
mai nt ai ned in the "NodeRol e-category" | ANA registry per
Section 10. 2.

1. client. dient computer.
2. client-enterprise. Cient conputer on the enterprise
net wor k.
3. client-partner. dCient conmputer on network of a partner.
4, client-renote. Cdient conputer renotely connected to the

enterprise network.

5. client-kiosk. dCient conmputer serving as a kiosk.
6. client-nobile. Mbbile device.

7. server-internal. Server with internal services.
8. server-public. Server with public services.

9. www. VWAV ser ver.

10. mail. Mail server.

11. webmmil. Wb mail server.

12. messaging. Messaging server (e.g., NNTP, IRC, I M.
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13. streaning. Stream ng-nmedia server.

14. voice. Voice server (e.g., SIP, H 323).

15. file. File server.

16. ftp. FTP server.

17. p2p. Peer-to-peer node.

18. nane. Nane server (e.g., DNS, WNS).

19. directory. Directory server (e.g., LDAP, finger, whois).

20. credential. Credential server (e.g., donain controller,
Ker ber 0s) .

21. print. Print server.

22. application. Application server.
23. database. Database server.

24. backup. Backup server.

25. dhcp. DHCP server.

26. assessment. Assessnent server (e.g., vulnerability scanner,
endpoi nt assessmnent).

27. source-control. Source code control server.

28. config-managenent. Configuration managenent server.

29. nonitoring. Security nonitoring server (e.g., |IDS).

30. infra. Infrastructure server (e.g., router, firewall, DHCP).
31. infra-firewall. Firewall.

32. infra-router. Router.

33. infra-switch. Switch.
34. canera. Canera and video system

35. proxy. Proxy server.
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44,

45,

46.

47,

48.

49,

50.

51.

52.

53.

54.
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renot e-access. Renpte access server

log. Log server (e.g., syslog).

virtualization. Server running virtual machines.
pos. Point-of-sale device

scada. Supervisory control and data acquisition (SCADA)
system

scada- supervisory. Supervisory systemfor a SCADA
sinkhole. Traffic sinkhole destination

honeypot. Honeypot server

anonyni zati on. Anonym zation server (e.g., Tor node).
c2-server. Malicious comand and control server.

mal war e-di stribution. Server that distributes malware

drop-server. Server to which exfiltrated content is
upl oaded.

hop-point. Internediary server used to get to a victim
reflector. A systemused in a reflector attack

phishing-site. Site hosting phishing content.

2016

spear - phi shing-site. Site hosting spear-phishing content.

recruiting-site. Site to recruit.

fraudul ent-site. Fraudul ent site.

ext-value. A value used to indicate that this attribute is

ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - cat egory
Optional. STRING A neans by which to extend the category
attribute. See Section 5.1.1.
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3.18.3. Counter C ass

The Counter class sunmmarizes nultiple occurrences of an event or
conveys counts or rates of various features.

The conplete senmantics of this class are context dependent based on
the class in which it is aggregated.

R L R +
| Counter |
o +

REAL

ENUM t ype

STRI NG ext -type

| |
| |
| |
| |
| ENUM uni t |
| STRING ext-unit |
| STRI NG neani ng |
| ENUM duration |
| STRI NG ext-duration

Fi gure 37: The Counter d ass
The content of the class is a value of type REAL whose neani ng and
units are determ ned by the type and duration attri butes,
respectively. |If the duration attribute is present, the el enent
content is a rate. Oherwise, it is a sinple counter.

The attributes of the Counter class are:

type
Required. ENUM Specifies the type of counter specified in the
el enent content. These values are naintained in the "Counter-
type" | ANA registry per Section 10.2.
1. count. The Counter class value is a counter
2. peak. The Counter class value is a peak val ue.
3. average. The Counter class value is an average.
4., ext-value. A value used to indicate that this attribute is

extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.
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Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.1.

uni t

Required. ENUM Specifies the units of the elenment content.
These val ues are maintained in the "Counter-unit" | ANA registry
per Section 10. 2.

1.

2.

10.
11.

12.

ext-unit

byte. Bytes transferred.

nbit. Megabits (Mits) transferred.
packet. Packets.

flow. Network flow records.
session. Sessions.

alert. Notifications generated by another system(e.g., |IDS
or SIEM system.

message. Messages (e.g., mail nessages).

event. Events.

host. Hosts.

site. Site.

organi zation. O gani zations.

ext-value. A value used to indicate that this attribute is

ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

Optional. STRING A neans by which to extend the unit attribute.
See Section 5.1.1.

meani ng

Optional. STRING A free-formtext description of the netric
represented by the Counter
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duration
Optional. ENUM |If present, the Counter class represents a rate.
This attribute specifies a unit of tine over which the rate whose
units are specified in the unit attribute is being conveyed. This
attribute is the denom nator of the rate (where the unit attribute
specified the nominator). The possible values of this attribute
are defined in the duration attribute of Section 3.12.3

ext-duration
Optional. STRING A neans by which to extend the duration
attribute. See Section 5.1.1.
3.19. Domui nData d ass

The Domai nData cl ass descri bes a donmai n nanme and net adata associ at ed
with this donmin.

o e e e e e e e e e e oo +
| Donmi nDat a |
o e e e e e e e +
| ENUM system st at us [ <>-------n--- [ Nanme ]
| STRING ext-systemstatus | <>--{0..1}--[ DateDomai nWasChecked ]
| ENUM domai n- st at us | <>--{0..1}--[ RegistrationDate ]
| STRI NG ext-domain-status |<>--{0..1}--[ ExpirationDate ]
| I'D observable-id | <>--{0..*}--[ Rel at edDNS |
| | <>--{0..*}--[ Nanmeservers ]
| | <>--{0..1}--[ Dorai nCont acts ]
Fom e e e e e am o +

Fi gure 38: The Donmi nData C ass
The aggregate classes of the Domai nData cl ass are:

Nanme
One. STRING The domain nanme of a system

Dat eDonai nWas Checked
Zero or one. DATETIME. A tinmestanp of when the domain listed in
the Nane class was resol ved.

Regi strati onDat e
Zero or one. DATETIME. A tinmestanp of when donmain listed in the
Nane cl ass was regi stered.

Expi rationDat e

Zero or one. DATETIME. A tinmestanp of when the domain listed in
the Nane class is set to expire.
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Rel at edDNS
Zero or nore. EXTENSION. Additional DNS records associated with
this domain.

Naneservers
Zero or nore. The naneservers identified for the domain listed in
the Nane class. See Section 3.19.1.

Domai nCont act s
Zero or one. Contact information for the domain listed in the
Nanme cl ass supplied by the registrar or through a whois query.

The attributes of the Domai nData cl ass are:

syst em st at us
Required. ENUM Assesses the domain’s involvenent in the event.
These val ues are maintained in the "Domai nDat a- system status” | ANA
registry per Section 10. 2.
1. spoofed. This domain was spoof ed.

2. fraudulent. This domain was operated with fraudul ent

i ntentions.

3. innocent-hacked. This donmain was conpronised by a third
party.

4. innocent-hijacked. This domain was deliberately hijacked.

5. unknown. No categorization for this donmain known.

6. ext-value. A value used to indicate that this attribute is
extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - system st at us
Optional. STRING A neans by which to extend the systemstatus
attribute. See Section 5.1.1.

domai n- st at us
Required. ENUM Categorizes the registry status of the domain at
the tine the docunent was generated. These values and their
associ ated descriptions are derived from Section 3.2.2 of
[ RFC3982]. These values are maintained in the
"Domai nDat a- donmai n-status” | ANA registry per Section 10. 2.

1. reservedDel egation. The donmain is permanently inactive.
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2. assi gnedAndActive. The donmain is in a nornal state.

3. assi gnedAndl nactive. The donmain has an assi gned
regi stration, but the delegation is inactive.

4, assi gnedAndOnHol d.  The donmin is in dispute.

5. revoked. The domain is in the process of being purged from
t he dat abase.

6. transferPending. The domain is pending a change in
aut hority.

7. regi stryLock. The domain is on hold by the registry.
8. regi strarLock. Sane as "regi strylLock"

9. other. The domain has a known status, but it is not one of
t he redefined enunerated val ues.

10. unknown. The domai n has an unknown st at us.

11. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - domai n- st at us
Optional. STRING A neans by which to extend the domai n-status
attribute. See Section 5.1.1.

observabl e-id
Optional. ID  See Section 3.3.2.

3.19. 1. Naneservers C ass

The Naneservers cl ass descri bes the naneservers associated with a
gi ven domai n.

T +
| Naneservers |
e e e a - +
| [<>---mnmn--- [ Server ]
| | <>--{1..*}--[ Address ]
N +

Fi gure 39: The Naneservers C ass
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The aggregate classes of the Nanmeservers cl ass are:

Server
One. STRING The donai n nane of the naneserver.

Addr ess
One or nore. The address of the naneserver. The value of the
category attribute MJST be either "ipv4-addr" or "ipv6-addr". See
Section 3.18.1.

The Naneservers class has no attri butes.
3.19.2. Donmi nContacts d ass

The Domai nContacts cl ass describes the contact information for a
gi ven dormain provided either by the registrar or through a whois

query.

This contact information can be explicitly described through a
Contact class, or a reference can be provided to a domain with

i dentical contact information. Either a single SanmeDonai nContact or
one or nore Contact classes MJST be present.

| | <>--{0..1}--[ SameDomai nCont act ]
| | <>--{1..*}--[ Contact ]

Fi gure 40: The Donmi nContacts C ass
The aggregate classes of the Domai nContacts class are:

SameDomai nCont act
Zero or one. STRING A donmain nane already cited in this
docunent or through previous exchange that contains the identica
contact information as the domain nanme in question. The domain
contact information associated with this domain shoul d be used
instead of an explicit definition with the Contact class.

Cont act
One or nore. Contact information for the domain. See
Section 3.9.

The Donmai nContacts class has no attri butes.
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3.20. Service d ass

The Service class describes a network service. The service is
descri bed by a protocol, port, protocol header field, and application
provi ding or using the service.

S +

| Service

T +

| INTEGER i p-protocol | <>--{0..1}--[ ServiceNane ]
| I'D observable-id | <>--{0..1}--[ Port ]
| | <>--{0..1}--[ Portlist ]
| | <>--{0..1}--[ ProtoCode |
| | <>--{0..1}--[ ProtoType ]
| | <>--{0..1}--[ ProtoField ]
| | <>--{0..1}--[ ApplicationHeader ]
| | <>--{0..1}--[ Email Data ]
| | <>--{0..1}--[ Application ]
S +

Figure 41: The Service d ass
The aggregate classes of the Service class are:

Ser vi ceName
Zero or one. A protocol nane.

Por t
Zero or one. |INTEGER A port nunber

Portli st
Zero or one. PORTLIST. A list of port nunbers.

Pr ot 0oCode
Zero or one. |INTEGER A transport-layer (Layer 4) protocol -
specific code field (e.g., ICVMP code field).

Prot oType
Zero or one. |INTEGER A transport-layer (Layer 4) protocol -
specific type field (e.g., ICVWP type field).

ProtoField
Zero or one. |INTEGER A transport-layer (Layer 4) protocol -
specific flag field (e.g., TCP flag field).

Appl i cati onHeader
Zero or one. A protocol header. See Section 3.20.2.
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Emai | Dat a
Zero or one. Headers associated with an enail nessage. See
Section 3.21.

Appli cation
Zero or one. SOFTWARE. The application acting as either the
client or the server for the service

At | east one of these classes MJIST be present.

When a given Systemclass with category="source" and another wth
category="target" are aggregated into a single Flow class, and each
of these System classes has a Service and Portlist class, an inplicit
relationship between these Portlists exists. |If N ports are listed
for a System@at egory="source", and Mports are listed for
System@at egory="target", the number of ports in N nust be equal to
M Likewi se, the ports MIST be listed in an identical sequence such
that the n-th port in the source corresponds to the n-th port of the
target. If Nis greater than 1, a given instance of a Flow class
MUST only have a single instance of a System@at egory="source" and
System@at egory="target".

The attributes of the Service class are:

i p- protocol
Optional. |INTEGER. The | ANA-assigned | P protocol number per
[1 ANA. Protocols]. The attribute MUST be set if a Port, Portlist,
Prot oCode, ProtoType, or ProtoField class is present.

observabl e-id
Optional. ID  See Section 3.3.2.

3.20.1. ServiceNane d ass
The ServiceNane class identifies an application protocol. It can be

described by referencing an | ANA-regi stered protocol, by referencing
a URL, or with free-formtext.

T +
| ServiceName |
e e e a - +
| | <>--{0..1}--[ | ANAService ]
| | <>--{0..*}--[ URL ]
| | <>--{0..*}--[ Description ]
T +

Fi gure 42: The ServiceNane C ass
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The aggregate classes of the ServiceNanme cl ass are:

| ANASer vi ce
Zero or one. STRING The name of the service per the "Service
Nanme" field of the registry [IANA Ports].

URL
Zero or nore. URL. A URL to a resource describing the service.
Description
Zero or nore. M_STRING A free-formtext description of the
servi ce.

At | east one of these classes MJIST be present.
The ServiceNanme class has no attri butes.
3.20.2. ApplicationHeader d ass

The Applicati onHeader class describes arbitrary fields froma
protocol header and its correspondi ng val ue.

T +
| ApplicationHeader |
o m e e e e e e +
| | <>--{1..*}--[ ApplicationHeaderField ]
o m e e e e e e +

Fi gure 43: The Applicati onHeader d ass
The aggregate class of the ApplicationHeader class is:
Appl i cati onHeader Fi el d
One or nore. EXTENSION. A field nanme and value in a protoco
header. The nane attribute MJUST be set to the field name. The
field value MUST be set in the el enment content.

The Applicati onHeader class has no attributes.
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3.21. Enumil Data C ass

The Email Data cl ass descri bes headers froman enmail nessage and
crypt ographi ¢ hashes and signatures applied to it.

o m e e e eaao oo +

| Enail Data |

T +

| ID observable-id | <>--{0..*}--[ EmailTo ]
| | <>--{0..1}--[ Enmil From |
| | <>--{0..1}--[ Enmil Subj ect ]
| | <>--{0..1}--[ Emmil X-Mailer ]
| | <>--{0..*}--[ Email HeaderField ]
| | <>--{0..1}--[ Email Headers 1
| | <>--{0..1}--[ Enmil Body ]
| | <>--{0..1}--[ Enmil Message |
| | <>--{0..*}--[ HashData |
| | <>--{0..*}--[ SignatureData ]
. +

Fi gure 44: Enuil Data C ass
The aggregate classes of the Emmil Data cl ass are:

Emai | To
Zero or nore. EMAIL. The value of the "To:" header field
(Section 3.6.3 of [RFC5322]) in an email.

Emai | From
Zero or one. EMAIL. The value of the "From" header field
(Section 3.6.2 of [RFC5322]) in an enail.

Emai | Subj ect
Zero or one. STRING The value of the "Subject:" header field in
an email. See Section 3.6.5 of [RFC5322].

Emai | X- Mai | er
Zero or one. STRING The value of the "X-Mailer:" header field
in an emuil.

Enai | Header Fi el d
Zero or nore. EXTENSION. The header nane and val ue of an
arbitrary header field of the emnil nessage. The nane attribute
MJUST be set to the header nane. The header val ue MJST be set in
the el ement body. The dtype attribute MJST be set to "string".

Emai | Header s
Zero or one. STRING The headers of an email nessage.
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Enai | Body
Zero or one. STRING The body of an enmmil nessage.

Emai | Message
Zero or one. STRING The headers and body of an email nessage.

HashDat a
Zero or nore. Hash(es) associated with this enmail nessage. See
Section 3.26.

Si gnat ur eDat a

Zero or nore. Signature(s) associated with this email nessage.
See Section 3.27.

The attribute of the Email Data class is:

observabl e-id
Optional. [ID  See Section 3.3.2.

3.22. Record d ass

The Record class is a container class for log and audit data that
provi des supportive information about the events in an incident. The
source of this data will often be the output of nonitoring tools.
These | ogs substantiate the activity described in the docunent.

o e e e e e oo +
| Record |
o e e e e e e e e e e e e m o +
| ENUM restriction | <>--{1..*}--[ RecordData ]
| STRING ext-restriction |
o e e e e e e e e oo +

Fi gure 45: The Record d ass
The aggregate classes of the Record class are:
Recor dDat a
One or nore. Log or audit data generated by a particular tool.
Separate instances of the RecordData class SHOULD be used for each
type of log. See Section 3.22.1.
The attributes of the Record class are:

restriction
Optional. ENUM See Section 3.3.1.

Danyl i w St andards Track [ Page 83]



RFC 7970 | ODEF Version 2 Novenmber 2016

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

3.22. 1. RecordData C ass

The RecordData cl ass describes or references log or audit data froma
given type of tool and provides a neans to annotate the output.

o e e e e e e e e m o +
| RecordDat a |

o e e e e e e e e oo - o +

| ENUMrestriction | <>--{0..1}--[ DateTine |
| STRING ext-restriction |<>-{0..*}--[ Description ]
| 1D observable-id | <>--{0..1}--[ Application ]
| | <>--{0..*}--[ RecordPattern ]
| | <>--{0..*}--[ Recordltem ]
| | <>--{0..*}--[ URL ]
| | <>--{0..*}--[ FileData ]
| | <>--{0..*}--

| | [ WndowsRegi stryKeyshodi fied ]
| | <>--{0..*}--[ CertificateData ]
| | <>--{0..*}--[ Additional Data ]
o e e e e e e e e oo - o +

Fi gure 46: The RecordData C ass
The aggregate classes of the RecordData class are:

Dat eTi me
Zero or one. DATETIME. A tinestanp of the data found in the
Recordltem or URL cl asses.

Description
Zero or nore. M_STRING A free-formtext description of the
data provided in the Recordltemor URL cl asses.

Appli cation
Zero or one. SOFTWARE. Identifies the tool used to generate the
data in the Recordltemor URL cl asses.

RecordPattern
Zero or nore. A search string to precisely find the relevant data
in the Recordltemor URL classes. See Section 3.22.2.

Recordl tem

Zero or nore. EXTENSION. Log, audit, or forensic data to support
t he concl usi ons made during the course of analyzing the incident.
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URL
Zero or nore. URL. A URL reference to a log or audit data.

Fi | eDat a
Zero or one. The files involved in the incident. See
Section 3. 25.

W ndowsRegi st ryKeyshbdi fi ed
Zero or nore. The registry keys that were involved in the
i ncident. See Section 3.23.

CertificateData
Zero or nore. The certificates that were involved in the
incident. See Section 3.24.

Addi ti onal Dat a
Zero or nore. EXTENSION. An extension nechani smfor data not
explicitly represented in the data nodel.

At | east one of the follow ng classes MIUST be present: Recordltem
URL, FileData, WndowsRegi stryKeyshbdified, CertificateData, or
Addi ti onal Dat a.

The attributes of the RecordData class are:

restriction
Optional. ENUM  See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observable-id
Optional. [ID See Section 3.3.2.

3.22.2. RecordPattern C ass
The RecordPattern class describes where in the |og data provided or
referenced in the RecordData class relevant information can be found.

It provides a way to reference subsets of information, identified by
a pattern, in alarge log file, audit trail, or forensic data.
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Fom e e i aaa o +
| RecordPattern |
Fmm e e a oo +
STRI NG
ENUM t ype

| |
| |
| STRING ext-type |
| I NTEGER of f set |
| ENUM of fsetunit |
| STRI NG ext-offsetunit

| INTEGER i nstance |

Figure 47: The RecordPattern C ass

The content of the class is of type STRING and specifies a search
pattern.

The attributes of the RecordPattern class are:

type
Required. ENUM Describes the type of pattern being specified in
the element content. The default is "regex". These values are

mai ntained in the "RecordPattern-type" | ANA registry per
Section 10. 2.

1. regex. Regular expression as defined by POSI X Ext ended
Regul ar Expressions (ERE) in Chapter 9 of [|EEE. POSI X]

2. binary. Binhex-encoded binary pattern, per the HEXBIN data
type.

3. xpath. XM Path (XPath) [WBC. XPATH .

4. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-type
Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.1.

of f set
Optional. |INTEGER  Anpunt of units (determ ned by the offsetunit
attribute) to seek into the Recordltem data before matching the
pattern.
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of fsetunit
Optional. ENUM Describes the units of the offset attribute.
The default is "line". These values are nmaintained in the

"RecordPattern-of fsetunit" | ANA registry per Section 10. 2.
1. line. Ofset is a count of Iines.
2. byte. Ofset is a count of bytes.

3. ext-value. A value used to indicate that this attribute is
ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-offsetunit
Optional. STRING A neans by which to extend the offsetunit
attribute. See Section 5.1.1.

i nstance
Optional. |INTEGER  Nunmber of tines to apply the specified
pattern.

3.23. W ndowsRegi stryKeyshMdi fied C ass
The W ndowsRegi stryKeyshModi fied cl ass descri bes W ndows operating

systemregistry keys and the operations that were perforned on them
This class was derived from[RFC5901].

e +

| W ndowsRegi stryKeyshbdified
e +

| I'D observable-id | <>--{1..*}--[ Key ]
o m e e e e e e aaa - +

Fi gure 48: The W ndowsRegi stryKeyshbdified C ass
The aggregate classes of the WndowsRegi stryKeyshbdified class are:

Key
One or nore. The Wndows registry key. See Section 3.23.1.

The attribute of the WndowsRegi stryKeyshbdified class is:

observabl e-id
Optional. ID  See Section 3.3.2.
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3.23.1. Key dass

The Key cl ass describes a Wndows operating systemregistry key nane
and val ue pair, as well as the operation perfornmed on it.

| ENUM registryaction [ <>-------n--- [ KeyNane ]
| STRING ext-registryaction |<>--{0..1}--[ KeyVal ue ]
| I'D observable-id |
Fi gure 49: The Key d ass
The aggregate classes of the Key class are:
KeyNane
One. STRING The nane of a Wndows operating systemregistry key
(e.g., [HKEY_LOCAL_ MACHI NE\ Sof twar e\ Test\ KeyNane] ).
KeyVal ue
Zero or one. STRING The value of the registry key identified in
the KeyNane cl ass encoded per the .reg file format [KB310516].
The attributes of the Key class are:
regi stryaction
Optional. ENUM The type of action taken on the registry key.
These val ues are maintained in the "Key-registryaction" |ANA
regi stry per Section 10. 2.
1. add-key. Registry key added.
2. add-value. Value added to a registry key.
3. delete-key. Registry key del eted.
4. delete-value. Value deleted froma registry key.
5. nodify-key. Registry key nodified.
6. nodify-value. Value nodified in a registry key.
7. ext-value. A value used to indicate that this attribute is

ext ended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.
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ext-regi stryaction
Optional. STRING A neans by which to extend the registryaction
attribute. See Section 5.1.1.

observabl e-id
Optional. [ID  See Section 3.3.2.

3.24. CertificateData C ass

The CertificateData cl ass describes X 509 certificates.

| ENUM restriction | <>--{1..*}--[ Certificate ]
| STRING ext-restriction |
| I'D observable-id |

Fi gure 50: The CertificateData O ass
The aggregate classes of the CertificateData class are:
Certificate
One or nore. A description of an X. 509 certificate or certificate
chain. See Section 3.24.1.

The attributes of the CertificateData cl ass are:

restriction
Optional. ENUM  See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observabl e-id
Optional. ID  See Section 3.3.2.
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3.24.1. Certificate d ass

The Certificate class describes a given X 509 certificate or
certificate chain.

o e e e e e e e e e e oo +
| Certificate |
e oo +
| I'D observable-id [ <>------m--- [ ds: X509Dat a ]
| | <>--{0..*}--[ Description ]
T +

Figure 51: The Certificate C ass
The aggregate classes of the Certificate class are:
ds: X509Dat a
One. A given X. 509 certificate or chain. See Section 4.4.4 of
[WBC. XM.SI G .
Descri ption
Zero or nore. M_STRING A free-formtext description explaining
the context of this certificate.
The attributes of the Certificate class are:

observable-id
Optional. [ID See Section 3.3.2.

3.25. FileData d ass

The Fil eData class describes a file or set of files.

| ENUMrestriction | <>--{1..*}--[ File |
| STRING ext-restriction |
| 1D observable-id |

Fi gure 52: The FileData C ass

The aggregate classes of the FileData class are:

File
One or nore. A description of a file. See Section 3.25.1.
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The attributes of the FileData class are:

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

observabl e-id
Optional. [ID See Section 3.3.2.

3.25.1. File dass

The File class describes a file; its associ ated netadata; and
cryptographi c hashes and signatures applied to it.

o e e e e e e oo +

| File

T +

| 1D observable-id | <>--{0..1}--[ FileName ]
| | <>--{0..1}--[ FileSize ]
| | <>--{0..1}--[ FileType ]
| | <>--{0..*}--[ URL ]
| | <>--{0..1}--[ HashData ]
| | <>--{0..1}--[ SignatureData |
| | <>--{0..1}--[ AssociatedSoftware ]
| | <>--{0..*}--[ FileProperties ]
o e e e e e e +

Figure 53: The File dass
The aggregate classes of the File class are:

Fi | eNane
Zero or one. STRING The nane of the file.

FileSize
Zero or one. |INTEGER The size of the file in bytes.

Fil eType
Zero or one. STRING The type of file per the | ANA "Media Types"
registry [I ANA Media]. Valid values correspond to the text in the
"Tenpl ate" columm (e.g., "application/pdf").

URL
Zero or nore. URL. A URL reference to the file.
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HashDat a
Zero or one. Hash(es) associated with this file. See
Section 3.26.

Si gnat ur eDat a
Zero or one. Signature(s) associated with this file. See
Section 3. 27.

Associ at edSof t war e
Zero or one. SOFTWARE. The software application or operating
systemto which this file belongs or by which it can be processed.
Fi |l eProperties
Zero or nore. EXTENSION. Mechanism by which to extend the data
nmodel to describe properties of the file.
The attributes of the File class are:

observabl e-id
Optional. ID  See Section 3.3.2.

3. 26. HashDat a O ass

The HashData cl ass describes different types of hashes on a given
object (e.g., file, part of a file, emil).

e e e +
| HashDat a |
T +
| ENUM scope | <>--{0..1}--[ HashTarget|D ]
| | <>--{0..*}--[ Hash ]
| | <>--{0..*}--[ FuzzyHash ]
e e +

Fi gure 54: The HashData C ass
The aggregate classes of the HashData cl ass are:

HashTarget | D
Zero or one. STRING An identifier that references a subset of
t he object being hashed. The senmantics of this identifier are
specified by the scope attribute.

Hash
Zero or nore. The hash of an object. See Section 3.26.1.

FuzzyHash
Zero or nore. The fuzzy hash of an object. See Section 3.26.2.
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At | east one instance of either Hash or FuzzyHash MJUST be present.
The attribute of the HashData class is:

scope
Required. ENUM Describes on which part of the object the hash
shoul d be applied. These values are nmaintained in the "HashDat a-
scope" | ANA registry per Section 10.2.

1. file-contents. A hash computed over the entire contents of a
file.

2. file-pe-section. A hash conputed on a given section of a
W ndows Portable Executable (PE) file. |If set to this value,
the HashTarget| D class MJST identify the section bei ng hashed.
A section is identified by an ordi nal nunber (starting at 1)
corresponding to the order in which the given section header
was defined in the Section Table of the PE file header

3. file-pe-iat. A hash conputed on the Inport Address
Table (1 AT) of a PE file. As |AT hashes are often too
dependent, if this value is set, the Application class of
either the Hash or FuzzyHash cl asses MJST specify the too
used to generate the hash

4. file-pe-resource. A hash conputed on a given resource in a PE
file. |If set to this value, the HashTarget|D class MJST
identify the resource being hashed. A resource is identified
by an ordi nal number (starting at 1) corresponding to the
order in which the given resource is declared in the Resource
Directory of the Data Dictionary in the PE fil e header

5. file-pdf-object. A hash conputed on a given object in a
Port abl e Docunent Format (PDF) file. |If set to this value,
the HashTarget| D class MJST identify the object being hashed.
This object is identified by its offset in the PDF file.

6. email-hash. A hash conputed over the headers and body of an
emai | nessage

7. emil -headers-hash. A hash conputed over all of the headers
of an emmil nessage.

8. emmil-body-hash. A hash conputed over the body of an enail
nessage
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9. ext-value. A value used to indicate that this attribute is
extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext - scope
Optional. STRING A neans by which to extend the scope
attribute. See Section 5.1.1.

3.26.1. Hash d ass

The Hash cl ass describes a cryptographi c hash val ue; the algorithm
and application used to generate it; and the canonicalization nethod
applied to the object being hashed.

| | <>---------- [ ds: Digest Met hod

| [ <>---------- [ ds:DigestVal ue

| | <>--{0..1}--[ ds:Canonicalizati onMet hod
| | <>--{0..1}--[ Application

—_—

Fi gure 55: The Hash d ass
The aggregate cl asses of the Hash class are:

ds: Di gest Met hod
One. The hash algorithmused to generate the hash. See
Section 4.3.3.5 of [WBC. XMLSI G .

ds: Di gest Val ue
One. The conputed hash value. See Section 4.3.3.6 of
[ WVBC. XMLSI G .

ds: Canoni cal i zat i onMet hod
Zero or one. The canonicalization nethod used on the object being
hashed. See Section 4.3.1 of [WBC XM.SI G .

Appl i cation
Zero or one. SOFTWARE. The application used to calculate the
hash.

The HashData class has no attri butes.
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3.26.2. FuzzyHash d ass

The FuzzyHash cl ass describes a fuzzy hash and the application used
to generate it.

| | <>--{1..*}--[ FuzzyHashVal ue ]

| | <>--{0..1}--[ Application |

| | <>--{0..*}--[ Additional Data ]
Fi gure 56: The FuzzyHash O ass

The aggregate classes of the FuzzyHash class are:

FuzzyHashVal ue
One or nore. EXTENSION. The conputed fuzzy hash val ue.

Appli cation
Zero or one. SOFTWARE. The application used to calculate the
hash.

Addi ti onal Dat a
Zero or nore. EXTENSION. Mechanism by which to extend the data
nodel .
The FuzzyData class has no attributes.
3.27. SignaturebData d ass

The SignatureData class describes different types of digital
signatures on an obj ect.

o e e e e e e e e e e oo +
| SignatureData |
o e e e e e e e +
| | <>--{1..*}--[ ds:Signature ]
Fom e e e e e am o +

Fi gure 57: The SignatureData C ass
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The aggregate class of the SignatureData class is:

Si gnature
One or nore. A given signature. See Section 4.2 of [WBC. XM.SI QG .

The SignatureData class has no attri butes.
3.28. IndicatorbData d ass

The I ndicatorData class describes indicators and netadata associ at ed

with them

e e mmeeiieasceiaieaaeaaa +

| I'ndicatorData |

s +

| | <>--{1..*}--[ Indicator ]
T +

Fi gure 58: The IndicatorData C ass
The aggregate class of the IndicatorData class is:

I ndi cat or
One or nore. A description of an indicator. See Section 3.29.

The I ndicatorData class has no attri butes.
3. 29. I ndi cat or C ass

The Indicator class describes an indicator. An indicator consists of
observabl e features and phenonenon that aid in the forensic or
proactive detection of nalicious activity and associ ated net adat a.

An indicator can be described outright by referencing or conposing
previously defined indicators or by referencing observabl es descri bed
in the incident report found in this docunent.

Danyl i w St andards Track [ Page 96]



RFC 7970 | ODEF Version 2 Novenmber 2016

o e e e e e e e i e oo +
| I'ndicator |

o e e e e e oo +

| ENUM restriction | <>---------- [ IndicatorlD ]
| STRING ext-restriction |<>--{0..*}--[ AlternativelndicatorlD ]
| | <>--{0..*}--[ Description ]
| | <>--{0..1}--[ StartTime |
| | <>--{0..1}--[ EndTinme ]
| | <>--{0..1}--[ Confidence ]
| | <>--{0..*}--[ Contact ]
| | <>--{0..1}--[ Cbservable ]
| | <>--{0..1}--[ Qbservabl eRef erence ]
| | <>--{0..1}--[ IndicatorExpression |
| | <>--{0..1}--[ IndicatorReference ]
| | <>--{0..*}--[ NodeRol e ]
| | <>--{0..*}--[ AttackPhase ]
| | <>--{0..*}--[ Reference ]
| | <>--{0..*}--[ Additional Data ]

Fi gure 59: The Indicator C ass
The aggregate classes of the Indicator class are:

I ndicatorI D
One. An identifier for this indicator. See Section 3.29.1.

Al ternativel ndicatorl D
Zero or nore. An alternative identifier for this indicator. See
Section 3.29. 2.

Descri ption
Zero or nore. M_STRING A free-formtext description of the
i ndi cat or.

StartTinme
Zero or one. DATETIME. A tinestanp of the start of the tine
peri od during which this indicator is valid.

EndTi ne
Zero or one. DATETIME. A tinmestanp of the end of the tinme period
during which this indicator is valid.

Confi dence

Zero or one. An estimate of the confidence in the quality of the
i ndicator. See Section 3.12.5.
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Cont act
Zero or nore. Contact information for this indicator. See
Section 3.9.

(hservabl e
Zero or one. An observable feature or phenonmenon of this
i ndicator. See Section 3.29.3.

bser vabl eRef erence
Zero or one. A reference to an observable feature or phenonenon
defined el sewhere in the document. See Section 3.29.6.

| ndi cat or Expr essi on
Zero or one. A conposition of observables. See Section 3.29.4.

I ndi cat or Ref er ence
Zero or one. A reference to an indicator. See Section 3.29.7.

NodeRol e
Zero or nore. The role of the systemin the attack should this
i ndi cator be matched to it. See Section 3.18. 2.

At t ackPhase
Zero or nore. The phase in an attack life cycle during which this
i ndi cator night be seen. See Section 3.29.8.

Ref erence
Zero or nore. A reference to additional information relevant to
this indicator. See Section 3.11.1.

Addi ti onal Dat a
Zero or nore. EXTENSION. Mechanism by which to extend the data
nodel

The I ndicator class MJST have exactly one instance of an (Observabl e,
I ndi cat or Expressi on, Observabl eRef erence, or |ndicatorReference
cl ass.

The StartTi me and EndTi me cl asses can be used to define an interval
during which the indicator is valid. |If both classes are present,
the indicator is consider valid only during the described interval

If neither class is provided, the indicator is considered valid
during any tine interval. |If only a StartTine is provided, the
indicator is valid anytine after this tinmestanp. |f only an EndTi e
is provided, the indicator is valid anytine prior to this tinestanp.
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The attributes of the Indicator class are:

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

3.29. 1. Indicatorl D C ass

The IndicatorID class identifies an indicator with a gl obally uni que
identifier. The conbination of the name and version attributes and
the elenment content formthis identifier. Indicators generated by

gi ven CSI RT MUST NOT reuse the sane val ue unl ess they are referencing
the sane indicator.

Fom e e e oo oo +
| I'ndicatorlD

o e a oo +
| ID |
| |
| STRI NG name |
| STRI NG version
oo +

Fi gure 60: The IndicatorlD d ass

The content of the class is of type ID and specifies an identifier
for an indicator.

The attributes of the IndicatorlD class are:

name
Required. STRING An identifier describing the CSIRT that
created the indicator. |In order to have a gl obally unique CSIRT

nane, the fully qualified domain nane associated with the CSIRT
MJUST be used. This format is identical to the |Incidentl| D@ane
attribute in Section 3.4.

version
Required. STRING A version nunber of an indicator
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3.29.2. AlternativelndicatorlD C ass

The Alternativelndicatorl D class lists alternative identifiers for an

i ndi cat or.

o e e e e e e e e oo +

| AlternativelndicatorlD |

Fom e e eeeeeieaaaaaan +

| ENUM restriction | <>--{1..*}--[ IndicatorReference ]
| STRING ext-restriction |

o e e e e e e e e +

Figure 61: The AlternativelndicatorlD d ass
The aggregate class of the AlternativelndicatorlD class is:

I ndi cat or Ref er ence
One or nore. A reference to an indicator. See Section 3.29.7.

The attributes of the AlternativelndicatorlD class are:

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction

Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.
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3.29.3. (bservable d ass

The Observabl e cl ass describes a feature and phenonenon that can be
observed or neasured for the purposes of detecting malicious

behavi or.

o e e e eeaoo o +

| Qbservable |

e e e e eeeo oo +

| ENUM restriction | <>--{0..1}--[ System ]
| STRING ext-restriction |<>--{0..1}--[ Address ]
| | <>--{0..1}--[ Domai nData ]
| | <>--{0..1}--[ Service ]
| | <>--{0..1}--[ EnuilData ]
| | <>--{0..1}--[ WndowsRegi stryKeyshbdified ]
| | <>--{0..1}--[ FileData ]
| | <>--{0..1}--[ CertificateData ]
| | <>--{0..1]--[ RegistryHandl e ]
| | <>--{0..1}--[ RecordData ]
| | <>--{0..1}--[ EventData ]
| | <>--{0..1}--[ Incident ]
| | <>--{0..1}--[ Expectation ]
| | <>--{0..1}--[ Reference ]
| | <>--{0..1}--[ Assessnent ]
| | <>--{0..1}--[ DetectionPattern ]
| | <>--{0..1}--[ Historyltem ]
| | <>--{0..1}--[ Bul kObservabl e ]
| | <>--{0..*}--[ Additional Data ]
s +

Fi gure 62: The Cbservable d ass
The aggregate classes of the Cbservable class are:

System
Zero or one. A System observable. See Section 3.17.

Addr ess
Zero or one. An Address observable. See Section 3.18.1.

Domai nDat a
Zero or one. A Dommi nData observable. See Section 3.109.

Servi ce
Zero or one. A Service observable. See Section 3.20.

Emmi | Dat a
Zero or one. An Emmil Data observable. See Section 3.21.
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W ndowsRegi st ryKeyshbdi fi ed
Zero or one. A WndowsRegi stryKeysMbdi fi ed observable. See
Section 3.23.

Fi | eDat a
Zero or one. A FileData observable. See Section 3.25.

CertificateData
Zero or one. A CertificateData observable. See Section 3. 24.

Regi stryHandl e
Zero or one. A RegistryHandl e observable. See Section 3.9.1.

Recor dDat a
Zero or one. A RecordData observable. See Section 3.22.1.

Event Dat a
Zero or one. An EventData observable. See Section 3.14.

I nci dent
Zero or one. An Incident observable. See Section 3.2.

Expect ati on
Zero or one. An Expectation observable. See Section 3.15.

Ref er ence
Zero or one. A Reference observable. See Section 3.11.1.

Assessnent
Zero or one. An Assessnent observable. See Section 3.12.

Det ectionPattern
Zero or one. A DetectionPattern observable. See Section 3.10.1.

H storyltem
Zero or one. A Historyltem observable. See Section 3.13.1.

Bul kCbser vabl e
Zero or one. A bulk list of observables. See Section 3.29.3.1.

Addi ti onal Dat a
Zero or nore. EXTENSION. Mechanism by which to extend the data
nodel .

The Cbservabl e class MJST have exactly one of the possible child
cl asses.
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The attributes of the Cbservable class are:

restriction
Optional. ENUM See Section 3.3.1.

ext-restriction
Optional. STRING A neans by which to extend the restriction
attribute. See Section 5.1.1.

3.29.3. 1. Bul kCbservabl e C ass

The Bul kObservabl e cl ass allows the enuneration of a single type of
observabl e without requiring each one to be encoded individually in
nmul ti pl e instances of the same cl ass.

The type attribute describes the type of observable listed in the
child Bul kObservabl eLi st class. The Bul kObservabl eFormat cl ass
optionally provides additional netadata.

o m e e e e e e +
| Bul kCbservabl e |
o m e e e e e e e e meaao - +
| ENUM type | <>--{0..1}--[ Bul kObservabl eFor mat ]
| STRING ext-type [ <>----n---- [ Bul kCbservabl eLi st ]
| | <>--{0..*}--[ Additional Data ]
o m e e e e e e +

Fi gure 63: The Bul kObservabl e C ass
The aggregate classes of the Bul kObservabl e class are:

Bul kObser vabl eFor mat
Zero or one. Provides additional netadata about the observabl es
enunerated in the Bul kObservabl eLi st cl ass. See
Section 3.29.3.1.1.

Bul kCbser vabl eLi st
One. STRING A list of observables, one per line. Each lineis
separated with either a LF character or CR and LF characters. The
type attribute specifies which observables will be Iisted.

Addi ti onal Dat a

Zero or nore. EXTENSION. Mechanism by which to extend the data
nodel .
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The attributes of the Bul kCbservabl e class are:

type

Optional. ENUM The type of the observable listed in the child
bhservabl eLi st class. These values are nmaintained in the
"Bul kQbservabl e-type" | ANA regi stry per Section 10. 2.

1

10.

11.

12.

13.

Danyl i w

asn. Autononous System Nunber (per the Address@ategory
attribute).

atm Asynchronous Transfer Mde (ATM address (per the
Address@at egory attribute).

e-mail. Email address (per the Address@ategory attribute).

i pv4-addr. |Pv4 host address in dotted-deci mal notation
e.g., 192.0.2.1 (per the Address@ategory attribute).

i pv4-net. |Pv4d network address in dotted-decimal notation
slash, significant bits, e.g., 192.0.2.0/24 (per the
Address@at egory attribute).

i pv4-net-mask. |Pv4 network address in dotted-deci ma
notation, slash, network mask in dotted-decimal notation
i.e., 192.0.2.0/255.255.255.0 (per the Address@at egory
attribute).

i pv6-addr. [|Pv6 host address, e.g., 2001:DB8::3 (per the
Address@at egory attribute).

i pv6-net. | Pv6 network address, slash, significant bits,
e.g., 2001:DB8::/32 (per the Address@ategory attribute).

i pv6-net-mask. |1Pv6 network address, slash, network mask
(per the Address@ategory attribute).

mac. Media Access Control (MAC) address, i.e., a:b:c:d:e:f
(per the Address@ategory attribute).

site-uri. A URL or URI for a resource (per the
Address@at egory attribute).

domai n-nane. A fully qualified donmain nane or part of a nane
(e.g., fqgdn.exanple.com exanple.com.

domai n-to-ipv4. A mapping of FQDN to | Pv4 address specified

as a commm-separated list (e.g., "fqdn.exanple.com
192.0.2.1").
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

Danyl i w
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domai n-to-ipv6e. A mapping of FQDN to | Pv6 address specified
as a conma-separated list (e.g., "fqgdn.exanple.com
2001: DB8: : 3").

domai n-to-i pv4-tinestanp. Sanme as domain-to-ipv4 but with a
tinmestanp (in the DATETIME format) of the resolution (e.qg.
"fqgdn. exanpl e. com 192.0.2.1, 2015-06-11T00: 38: 31-06: 00").

domai n-to-i pv6-tinestanp. Same as domain-to-ipve but with a
timestanp (in the DATETIME format) of the resolution (e.g.
"fqdn. exanpl e. com 2001: DB8::3, 2015-06-11T00: 38: 31-06: 00").

i pv4-port. An |IPv4 address, port, and protocol tuple (e.qg.
192.0.2.1, 80, TCP). The protocol nanme corresponds to the
"Keyword" columm in the "Assigned Internet Protocol Nunbers"
registry [1ANA Protocol s].

i pv6-port. An IPv6 address, port, and protocol tuple (e.qg.
2001: DB8::3, 80, TCP). The protocol nane corresponds to the
"Keyword" columm in the "Assigned Internet Protocol Nunbers"
registry [I ANA Protocol s].

w ndows-reg-key. A Mcrosoft Wndows registry key.
file-hash. A file hash. The format of this hash is
described in the Hash class that MJST be present in a sibling
Bul kCbser vabl eFor mat cl ass.

emai |l -x-mailer. An X-Miiler field froman email
emai | -subject. An enail subject |ine.

http-user-agent. A User Agent field froman HTTP request
header (e.g., "Mdzilla/5.0 (Wndows NT 6.3; WOA4; rv:38.0)
Gecko/ 20100101 Firefox/38.0").

http-request-uri. The Request URI froman HTTP request
header .

mut ex. The name of a system nmutex (nutual exclusion |ock).

file-path. A file path (e.g., "/tnp/local/file"
"c:\wi ndows\ systenB2\file.sys").

user - nane. A user nane.
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28. ext-value. A value used to indicate that this attribute is
extended and the actual value is provided using the
correspondi ng ext-* attribute. See Section 5.1.1.

ext-type
Optional. STRING A neans by which to extend the type attribute.
See Section 5.1.1.
3.29.3.1.1. Bul kGbservabl eFormat d ass

The Observabl eFormat cl ass specifies netadata about the format of an
observabl e enunerated in a sibling Bul kCbservabl eLi st cl ass.

| | <>--{0..1}--[ Hash ]
| | <>--{0..*}--[ Additional Data ]

Fi gure 64: The Bul kCbservabl eFormat d ass

The aggregate classes of the Bul kObservabl eFormat cl ass are:

Hash
Zero or one. Describes the format of a hash. See Section 3.26.1.

Addi ti onal Dat a

Zero or nore. EXTENSION. Mechanism by which to extend the data
nodel

The Bul kCbservabl eFormat class has no attri butes.
Ei ther Hash or Additional Data MJST be present.

3.29.4. IndicatorExpression dass
The | ndi cat or Expressi on descri bes an expressi on conposed of observed
phenonmenon, features, or indicators. Elenments of the expression can
be described directly, reference relevant data fromother parts of a
gi ven | ODEF docunent, or reference previously defined indicators.
Al'l child classes of a given instance of |ndicatorExpression forma

bool ean al gebrai c expressi on where the operator between themis
determi ned by the operator attribute.
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e e mmeeiieasceiaieaaeaaa +
| I ndicatorExpression

s +

| ENUM oper at or | <>--{0..*}--[ IndicatorExpression ]
| STRI NG ext - oper at or | <>--{0..*}--[ Cbservable ]
| | <>--{0..*}--[ Cbservabl eReference ]
| | <>--{0..*}--[ IndicatorReference |
| | <>--{0..1}--[ Confidence ]
| | <>--{0..*}--[ Additional Data ]
Fom e e e e e am o +

Fi gure 65: The I ndi cator Expression C ass
The aggregate classes of the IndicatorExpression class are:

I ndi cat or Expr essi on
Zero or nore. An expression conposed of other observables or
indicators. See Section 3.29.4.

bservabl e
Zero or nore. A description of an observable. See
Section 3.29. 3.

Obser vabl eRef er ence
Zero or nore. A reference to an observable. See Section 3.29.6.

I ndi cat or Ref erence
Zero or nore. A reference to an indicator. See Section 3.29.7.

Confi dence
Zero or one. An estimate of the confidence in the quality of the
terns expressed in the expression. See Section 3.12.5.

Addi ti onal Dat a
Zero or nore. EXTENSION. Mechanism by which to extend the data
nodel

The attributes of the IndicatorExpression class are:

oper at or
Optional. ENUM The operator to be applied between the child
el ements. See Section 3.29.5 for parsing guidance. The default
value is "and". These values are naintained in the
"I ndi cat or Expressi on-operator” | ANA regi stry per Section 10. 2.
1. not. negation operator

2. and. conjunction operator
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3. or. disjunction operator
4. xor. exclusive disjunction operator

ext - oper at or
Optional. STRING A neans by which to extend the operator
attribute. See Section 5.1.1.

3.29.5. Expressions wth IndicatorExpression

Bool ean al gebrai c expressions can be used to specify rel ationships
bet ween observabl es and i ndicators. These expressions are
constructed through the use of the operator attribute and parent-
child relationships in IndicatorExpressions. These expressions
shoul d be parsed as foll ows:

1. The operator specified by the operator attribute is applied
bet ween each of the child elenents of the i mmedi ate parent
I ndi cat or Expression elenent. |f no operator attribute is
specified, it should be assuned to be the conjunction operator
(i.e., operator="and").

2. A nested IndicatorExpression element with a parent
I ndi cat or Expression is the equivalent of a parentheses in the
expr essi on.

The following exanples in Figures 66 through 70 illustrate these
parsing rul es:

1 : <l ndi cat or Expr essi on>

2 [O1]: <Cbservabl e>. . </ Cbser vabl e>
3 [Q]: <Cbservabl e>. . </ Cbser vabl e>
4 : </l ndi cat or Expr essi on>

Equi val ent expression: (OL AND O2)

Fi gure 66: Nested El enents in an | ndicatorExpression w thout an
Operator Attribute Specified

<I ndi cat or Expr essi on operat or="or">
<Cbservabl e>. . </ Cbser vabl e>
<Cbservabl e>. . </ Qbser vabl e>

</ I ndi cat or Expr essi on>

[O1]:
[Q2]:

A WN P

Equi val ent expression: (Ol OR )

Figure 67: Nested Elenents in an |IndicatorExpression with an Operat or
Attribute Specified

Danyl i w St andards Track [ Page 108]



RFC 7970 | ODEF Version 2 Novenmber 2016

<I ndi cat or Expr essi on operator="or">
<I ndi cat or Expr essi on operator="or">
<(bservabl e>. . </ Cbser vabl e>
<Cbservabl e>. . </ Cbservabl e>
</ I ndi cat or Expr essi on>
<Cbservabl e>. . </ Qbser vabl e>
</ I ndi cat or Expr essi on>

8 882

—_

NOoO oA~ WNE

Equi val ent expression: ((OL OR O2) OR M)

Figure 68: Nested Elenents with a Recursive IndicatorExpression with
an Qperator Attribute Specified

<I ndi cat or Expr essi on operat or="not">
: <l ndi cat or Expr essi on oper at or ="and" >
[O1]: <(bservabl e>. . </ Cbser vabl e>
[O2]: <Cbservabl e>. . </ Cbser vabl e>
</ I ndi cat or Expr essi on>
</ I ndi cat or Expr essi on>

ok wWNE

Equi val ent expression: (NOT (OL AND O2))

Fi gure 69: A Recursive IndicatorExpression with an Operator Attribute

Speci fi ed
1 <I ndi cat or Expr essi on operator="or">
2 : <I ndi cat or Expr essi on>
3 [OL with | ow confidence] : <(bservabl e>. . </ Cbser vabl e>
4 : <Confidence rating="low" />
5 </ I ndi cat or Expr essi on>
6 : <I ndi cat or Expr essi on>
7 [ with high confidence]: <Cbservabl e>. . </ Cbser vabl e>
8 : <Confidence rating="high" />
9 </ I ndi cat or Expr essi on>
10 </ I ndi cat or Expr essi on>

Equi val ent expression: ((Ol) OR (2))
Fi gure 70: Varying Confidence on Particul ar Cbservabl es

Invalid al gebraic expressions while valid XM. MUST NOT be specified.
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3.29.6. (bservabl eReference C ass

The Cbservabl eReference describes a reference to an observabl e
feature or phenonenon described el sewhere in the docunent.

The (Observabl eRef erence cl ass has no content.

o e e e e e aa oo +
| Cbservabl eRef erence

Fom e e e e e e e e e mea oo +
| | DREF ui d-ref

o e e e e e e e e oo +

Figure 71. The Cbservabl eRef erence d ass
The Cbservabl eRef erence cl ass has no content.

The attribute of the Observabl eRef erence cl ass i s:

ui d-ref
Required. |IDREF. An identifier that serves as a reference to a
class in the | ODEF docunment. The referenced class will have this

identifier set in its observable-id attribute.
3.29.7. IndicatorReference d ass
The | ndi cator Ref erence describes a reference to an indicator. This
reference may be to an indicator described in this | ODEF docunent or

in a previously exchanged | CDEF docunent.

The | ndi cator Ref erence cl ass has no content.

| | DREF ui d-ref
| STRI NG eui d-ref |
| STRI NG version |

Fi gure 72: The IndicatorReference C ass
The attributes of the IndicatorReference class are:
ui d-ref
Optional. IDREF. An identifier that references an |Indicator

class in the | ODEF docunent. The referenced Indicator class wll
have this identifier set inits IndicatorlD class.
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eui d-ref
Optional. STRING An identifier that references an IndicatorlD
not in this | ODEF docunent.

version
Optional. STRING A version nunber of an indicator.

Either the uid-ref or the euid-ref attribute MJST be set.
3.29.8. AttackPhase C ass

The AttackPhase cl ass describes a particular phase of an attack life

cycle.

o e e e e e oo +

| AttackPhase |

o e e e e e e e e e e e e m o +

| | <>--{0..*}--[ AttackPhaselD ]
| | <>--{0..*}--[ URL ]
| | <>--{0..*}--[ Description ]
| | <>--{0..*}--[ Additional Data ]
o e e e e e e e e m o +

Figure 73: The AttackPhase C ass
The aggregate classes of the AttackPhase class are:

At t ackPhasel D
Zero or nore. STRING An identifier for the phase of the attack.

URL
Zero or nore. URL. A URL to a resource describing this phase of
the attack.

Descri ption
Zero or nore. M__STRING A free-formtext description of this
phase of the attack.

Addi ti onal Dat a

Zero or nore. EXTENSION. A mechanism by which to extend the data
nodel .

Att ackPhase MJUST have at | east one instance of a child class.

The AttackPhase class has no attri butes.
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4. Processing Considerations

This section provides additional requirenents and gui dance on
creating and processing | ODEF docunents.

4.1. Encoding

Every | ODEF docunent MUST begin with an XM. decl arati on and MJST
specify the XML version used. The character encodi ng MJST al so be
explicitly specified. UTF-8 [RFC3629] SHOULD be used unl ess UTF-16

[ RFC2781] is necessary. Encodings other than UTF-8 and UTF-16 SHOULD
NOT be used. The I ODEF conforns to all XM data-encodi ng conventions
and constraints.

The XML declaration with UTF-8 character encoding will read as
fol |l ows:

<?xm version="1.0" encodi ng="UTF-8" ?>

Certain characters have special nmeaning in XM. and MJUST not appear in
literal form Per Section 2.4 of [WBC. XM.], these characters MJST be
escaped with a nuneric character or entity reference.

4.2. | ODEF Nanespace

The | ODEF schena decl ares a nanespace of
"urn:ietf:parans: xnm :ns:iodef-2.0" and registers it per [WBC XMNS].
Each | ODEF docunment MJST include a valid reference to the | ODEF
schema using the "xsi:schemalLocation" attribute. An exanple of such
a declaration would | ook as foll ows:

<| ODEF- Docunent
versi on="2. 00" |ang="en- US"
xm ns:iodef="urn:ietf:params: xm : ns:iodef-2.0"
xsi :schemalLocati on="urn:ietf:paranms: xm s: schena: i odef-2.0" ...>

4.3. Validation

| ODEF documents MJUST be well-fornmed XM.. |t is RECOMVENDED t hat

reci pients validate the docunent against the schema described in
Section 8. However, nere conformance to this schema is not
sufficient for a semantically valid | ODEF docunent. The text of
Section 3 describes further formatting and constraints, including
sonme that cannot be conveniently encoded in the schema. These MJST
al so be considered by an | ODEF i npl enmentation. Furthernore, the
enurner at ed val ues present in this docunent are a static list that
will be inconplete over tine as select attributes can be extended by
a corresponding | ANA registry per Section 10.2. Therefore, | ODEF
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i mpl enent ati ons SHOULD peri odi cally update their schema and MAY need
to update their parsing algorithns to incorporate newy registered
val ues.

4.4.

Inconpatibilities with vl

The | ODEF data nodel in this docunent nmakes a nunber of changes to

[ RFC5070]. These changes were |largely additive -- classes and
enurer at ed val ues were added. However, sone inconpatibilities

bet ween [ RFC5070] and this new specification were introduced. These
inconpatibilities are as foll ows:

(o]

(o]

The | ODEF- Docunent @ersion attribute is set to "2.0".

Attributes with enunerated val ues can now al so be extended with
| ANA registries.

Al'l iodef:MStringType classes use xm:lang. | ODEF-Docunment al so
uses xml : | ang.

The Service@p_protocol attribute was renaned to @ p-protocol .
The Node/ NodeNane cl ass was renoved in favor of representing
domai n nanmes with Node/ Dorei nDat a/ Name cl ass. The Node/ Dat aTi ne
cl ass was al so renoved, so that the Node/ Domai nDat a/

Dat eDomai nWAsChecked cl ass can represent the tine at which the
name-t o- address resol uti on occurred.

The Node/ NodeRol e cl ass was noved to System NodeRol e.

The Reference class is now defined by [ RFC7495].

The data previously represented in the Inpact class is nowin the
System npact and I ncidentCategory classes. The Inpact class has
been renoved.

The senantics of Counter @ype are now represented in Counter@nit.

The | ODEF- Docunent @ornati d attri bute has been renaned to @ or nmat -
id.

The Incident/ReportTine class is no longer required. However, the
CenerationTine class is required.

The Fax class was renoved and is now represented by a generic
Tel ephone cl ass.
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5.

5.

5.

o The Tel ephone, Emmil, and Postal Address cl asses were redefined
frominproved internationalization.

o The "ipv6-net-nask"” value was renoved fromthe category attribute
of Address.

Ext endi ng the | ODEF

In order to support the dynam c nature of security operations, the

| ODEF data nodel will need to continue to evolve. This section

di scusses how new data el enents can be incorporated into the | ODEF.
There is support to add additional enunerated val ues and new cl asses.
Addi ng additional attributes to existing classes is not supported.

These extensi on nechani sns are designed so that addi ng new data

el ements is possible without requiring nodifications to this
docunent. Extensions can be inplenented publicly or privately. Wth
proven val ue, well-docunented extensions can be incorporated into
future versions of the specification

1. Extending the Enunerated Values of Attributes

Addi tional enunerated val ues can be added to select attributes either
through the use of specially marked attributes with the "ext-" prefix
or through a set of corresponding | ANA registries. The forner
approach allows for the extension to renmain private. The latter
approach is public.